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The Fidelis Sandbox is a critical component of Fidelis 
Elevate® that provides an isolated virtual execution 
environment, either on-premises or in the cloud, for the 
detonation of suspicious objects. By observing execution 
behaviors of suspicious objects, the sandbox detects 
malware that is difficult to find using only static analysis and 
signatures.

Fidelis Elevate is an extended Detection and Response 
(XOR) platform that monitors an organization’s environment 
using a combination of network sensors, endpoint agents, 
and deceptive decoys. The Fidelis Cloud Sandbox is included 
for all Fidelis Elevate customers. The Fidelis Sandbox 
Appliance is available for Fidelis Network customers who 
cannot use the cloud.

Fidelis Network® sensors work in real-time by reassembling, 
decoding, and analyzing network traffic to detect advanced 
attacks and data theft. Fidelis Endpoint® agents monitor 
every process and user behavior on managed systems.
Fidelis Deception® decoys are placed in the environment to 
lure and attract attackers. In each case, suspicious files and 
web site URLs are sent to the sandbox for detonation and 
determination.

With Fidelis Deception in place, any file written to a decoy is 
considered highly suspicious and is sent to the sandbox for 
analysis. The Fidelis Network sensors and Fidelis Endpoint 
agents have embedded AV engines, signatures, and static file 
analysis components that may detect malware and prevent 
the network transfer or the execution of the file. In this case, 
Fidelis Sandbox provides execution forensics for the Fidelis 
Elevate user. Sensors and agents can also detect suspicious 
files based on network or file characteristics, which are also 
sent to the sandbox and will generate an alert if found to be 
malicious.

Overview

Fidelis Sandbox Analysis
Fidelis Sandbox analysis is performed on execution behavior, 
such as writes to the file system, registry modifications, and 
network activity. Analysis is also performed on all dropped 
objects written to disk or memory. The results of all analysis 
are displayed in the Fidelis Sandbox report that carries a 
malware score. The report is associated with the alert created 
due to the malicious file or web site. Each file and URL is 
stored along with the report within the sandbox. This data is 
used to drive malware detection and prevention:

• If the file or site is submitted again, the report can be 
returned immediately

• Indicators of compromise (IOC) can be extracted from 
the reports and added to Fidelis Security IOC feeds, 
completing the loop so that everyone in the Fidelis 
Security community becomes protected soon after 
the first detection. IOC feeds can be applied to Fidelis 
Elevate sensors and Fidelis Endpoint agents for future 
detections, as well as to detect indicators that may 
have been present before the first detection.

• Detections are used to feed Fidelis Security’s malware 
prevetion feed. Once malware has been detected, a file 
hash can be created in a Fidelis Security proprietary 
format to detect the file in transit and prevent 
successful transmission.

• Machine learning algorithms are performed against 
the stored database of files, URLs, and reports, with 
analysis results providing a rich set of IOCs that lead 
to improvements in Fidelis Security policies to better 
detect future malicious and suspicious files and sites.

Key Features

• Observe malware execution in mutex, registry, API call, 
file system access, network behavior and artifacts

• Understand malware behavior by observing malware’s 
internet access behavior in its full lifecycle or simulating 
interaction with malware execution and recording the 
network behavior

• Identify malware evasion behaviors such as delayed 
execution, environment diagnostics and checking 
human interaction

• Share malware forensics with other Fidelis Security 
components for immediate prevention and use to 
protect against future attacks

• Perform machine learning modeling on the execution 
results to detect new strains of malware that are 
undetectable by other methods



Submitting Suspicious Files to the 
Fidelis Sandbox
Submissions to the Fidelis Sandbox includes the 
following methods:

• Files and URLs detected as malicious by Fidelis 
Network sensors are submitted for analysis. The 
result is a Fidelis Sandbox report that provides a 
detailed analysis of the execution of the file or the 
URL when visited by a browser.

• Files and URLs deemed suspicious by the Fidelis 
Network sensor are submitted for analysis. These files 
and URLs were not detected as malicious by the real-
time analysis on the sensor, but they were submitted 
due to suspicion raised based on the content of the 
file or the context of the file or the content under which 
the file or URL was detected. A Fidelis Network alert 
will only be generated if the Fidelis Sandbox report 
indicates high confidence of malicious activity.

• Files and URLs may be manually submitted by a 
CommandPost user. This process will generate a 
Fidelis Elevate alert regardless of the content of the 
Fidelis Sandbox report. The generated alert can be 
visited to view the report.

• Fidelis Endpoint collects and examines several data 
points from the execution of every installed software, 
file, or script across the environment. Suspicious files 
are automatically sent to the sandbox for analysis, 
and the reports and malware scores are made 
available on the Executables UI page.

• Fidelis Network and Fidelis Endpoint are configurable 
for determining which files are sent to the sandbox.

• For Fidelis Deception, any file written to a emulation 
decoy is suspicious and is automatically submitted for 
sandbox analysis

• Analysts may submit files manually, either from the 
Fidelis Endpoint Executables page, or through the UI 
or API interface.

Fidelis Sandbox Appliance 
Technical Specifications
The Fidelis Sandbox appliance is available to Fidelis 
Network customers who are unable to submit files to 
the cloud sandbox. Care must be taken if the appliance 
is used to fully execute samples including the ability to 
make network calls. Network calls can be disabled if it is 
not possible to instrument the appliance properly in your 
environment.

The appliance works with Fidelis Network and can execute 
approximately 30,000 Linux or Windows 7 samples per 
day, or approximately 25,000 Windows 10 samples per 
day. It can be shared by multiple Fidelis CommandPosts 
within your enterprise. File submissions can be augmented 
by custom rules using the Fidelis Sandbox rule action for 
customer Fidelis Network rules. A single Fidelis Sandbox 
appliance can execute files from different operating systems 
concurrently. Multiple appliances can be registered to a 
CommandPost to scale horizontally.

Note: The sandbox rule action is only available on a 
CommandPost that includes a Fide/is Sandbox component.
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