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Background

Headlines have been dominated by reports of Distributed 
Denial of Service (DDoS) attacks, destructive wiper 
malware, and infiltrations of industrial control systems 
(ICS) that have targeted Ukrainian government websites, 
communication systems, banks, energy substations, 
transportation networks, and other critical infrastructure. 
While DDoS attacks will temporarily take websites and 
networks down, destructive malware can permanently 
destroy endpoints and servers and cause real world 
effects. This can include stopping transportation systems 
and destroying power generation capabilities. Fortunately, 
advances in network defenses, swift action to transfer 
critical services into the cloud, and the diligence of 
security and IT staff both within and outside of Ukraine 
have stopped many of these attacks cold. Continuing 
vigilance is needed to monitor and prevent ongoing and 
future attempts.

Throughout the conflict, Russia has blended the 
approach between cyber and kinetic strikes. There 
have been numerous reports of cyber capabilities being 
used to identify and degrade targets before the physical 
infrastructure was struck by long range strike capabilities. 
Examples of this include the May 7, 2022 attack on 
Odesa where the city council website was degraded 
just before multiple missile strikes in residential areas 
as well as actions by the IRIDIUM group to reconnoiter 
transportation infrastructure in April that was followed 
up by missile strikes on railway substations to disable 
transportation networks..

Figure 1: Timeline of significant cyber events throughout the conflict; 
intended to be representative rather than comprehensive.

Significant Cyber Events of 2022

Ukrainian public sector websites 
disrupted or defaced. Additionally, 
Whispergate destructive malware 
discovered on Ukrainian systems.

Ukrainian public sector websites 
disrupted or defaced. Additionally, 
Whispergate destructive malware 
discovered on Ukrainian systems.

IsaacWiper deployed to more targeted 
systems. Border control station systems 
disrupted at Ukraine/Romania crossing.

CaddyWiper malware detected deployed 
to dozens of systems targeting financial 
sector.

Fake messages utilizing deepfakes 
broadcast on Ukrainian TV of President 
Zelenskyy calling on population to 
surrender.

DoubleZero wiper malware detected that 
deletes Windows registry information.

MoD website disrupted through DDoS 
attack attributed to Russian GRU

Invasion Begins. Ukraine Foreign 
Ministry, Interior Ministry, and security 
services websites disrupted.

Separately Satellite internet 
provider Viasat is hit by widespread 
communication outages.
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Overview
In 2022, Russia launched an invasion into the state of Ukraine. In the days leading up to the invasion and 
continuing to the present, Russian-backed cyber-actors launched a coordinated series of cyber-attacks to degrade 
communications and services within Ukraine, gather information on Ukraine’s military movements and the actions of 
its allies, and launch a series of influence operations around the globe to shape public perceptions of the invasion. 
As outlined in a US Cybersecurity & Infrastructure Security Agency (CISA) advisory, this attack on the Ukrainian 
government and its critical infrastructure may have far-reaching consequences both within and beyond the region. 
The U.S. CISA, Federal Bureau of Investigation (FBI), and National Security Agency (NSA) (and others) encourage 
the cybersecurity community – especially critical infrastructure network defenders – to adopt a heightened state of 
awareness and to conduct proactive threat hunting. Every organization must be prepared to respond to disruptive 
cyber activity. 

https://www.cisa.gov/shields-up
https://media.defense.gov/2022/Apr/20/2002980529/-1/-1/1/JOINT_CSA_RUSSIAN_STATE-SPONSORED_AND_CRIMINAL_CYBER_THREATS_TO_CRITICAL_INFRASTRUCTURE_20220420.PDF
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Outside of Ukraine, Russian cyber-actors have stepped 
up attempts at foreign influence and espionage 
activity. Across open-source reporting, well over 100 
organizations in more than 40 countries have been 
identified as targets of Russian intelligence organizations, 
government-controlled groups, or “hacktivist” type 
organizations. The attackers attempted to collect valuable 
intelligence on international responses to the crises and 
preposition assets in case of escalation. Primary targets 
have been government agencies, non-government 
organizations (NGOs) involved in foreign policy, IT firms, 
critical infrastructure segments, defense contractors, and 
humanitarian groups delivering aid to Ukrainian civilians 
and refugees. While the United States is the primary 
target of these efforts, other NATO members are routinely 
targeted (with Poland, a primary transit hub for lethal and 
humanitarian aid to Ukraine, being particularly singled 
out), along with non-aligned countries.

What We Are Doing 
Fidelis Cybersecurity® is dedicated to helping our 
customers stay resilient and protected, with proactive 
network, endpoint, and cloud defense against these 
escalating attacks. 

To ensure that our customers have the latest information 
and the most up to date protections for their networks, 
Fidelis Cybersecurity: 

• Tracks and assesses the evolving cyber situation 
• Keeps our customers informed of new developments 
• Ensures that our detection and response capabilities 

remain up to date as new threats emerge 

The cyber-attacks in Ukraine have included large scale 
DDoS attacks against Ukrainian critical infrastructure 
systems, web site defacement, and the deployment of 
multiple strains of destructive wiper malware disguised 
as ransomware. Fidelis Network and Fidelis Endpoint 
currently detect known iterations of this ransomware. 
Preliminary analysis of the wiper malware deployed within 
the region indicates that Fidelis platforms are effective 
at detecting this malware. Fidelis Network® Insight Feed 
DPI rules, provide only limited DDoS mitigation support 
capabilities for customers that do not have upstream 
mitigation capabilities. These rules include Emerging 
Threat signatures for detecting Denial of Service threats 
such as BIND (CVE-2015-5477), Industroyer, Perl IRC 
DDoS, Apple ICMP (CVE-2019-16928), CallStranger, 
UpnP Reflected Amplified TCP attacks, and denial of 
service attacks against OpenSSL TLSv1.2. It is important 
to note that Fidelis Cybersecurity does not specialize in 
DDoS mitigation, therefore, our Fidelis Insight Feed DPI 
do include limited DDoS mitigation support. We strongly 
recommend clients seek services and technology that 
provide upstream DDoS protection to mitigate the attacks 
outlined in this advisory.

Significant Cyber Events of 2022, continued

Norwegian public service websites and 
Lithuanian state infrastructure targeted 
by Russian affiliated “Killnet” group.

Ukrainian report released detailing 24 
separate critical attacks and 19 billion 
malicious “events” in 2nd quarter.

CaddyWiper used on Kyiv and Mykolaiv 
critical infrastructure systems.

Prestige ransomware deployed against 
one Polish and two Ukrainian logistics 
companies.

FoxBlade wiper stage on Dnipropetrovsk 
region critical infrastructure.

Russian bank VTB hit by claimed largest 
DDoS attack in history.

Killnet claims responsibility for DDoS 
attack on US Congressional website that 
“briefly affected public access.”

Increases seen in illicit markets for fake 
documents to avoid conscription in 
Russia.

JUNE

12 JULY

3 OCT

11 OCT

6 DEC

8 JULY

SEPT

LoadEdge backdoor discovered in 
multiple Ukrainian organzations.

Industroyer2 launched by Sandworm 
actor group unsuccessfully targeting 
power sector ICS systems.

Odesa City Council website attacked at 
same time as missile bombardment of 
residential sector in the city.

20 MAR

8 APR

7 MAY
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MONTHLY TRT REPORT

Fidelis Cybersecurity, the industry innovator in Active XDR and proactive cyber defense solutions, safeguards modern IT environments 
with unparalleled detection, deception, response, cloud security, and compliance capabilities. We offer full visibility across hybrid 
environments via deep, dynamic asset discovery, multi-faceted context, and risk assessment. These features help minimize attackable 
surface areas, automate exposure prevention, threat detection, and incident response, and provide the context, accuracy, speed, and 
portability security professionals need to find and neutralize adversaries earlier in the attack lifecycle. Fidelis Cybersecurity is dedicated 
to helping clients become stronger and more secure. Fidelis is trusted by many top commercial, enterprise, and government agencies 
worldwide. For more information, please visit www.fidelissecurity.com

About Fidelis Cybersecurity
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Threat Intelligence Summary

Fidelis Cybersecurity customers gain automated Fidelis Insight Threat Intelligence feeds to protect against emerging 
threats as they are identified. Information related to evolving threats and our cyber assessments are shared through 
our threat research page and our customer support portal. 

Fidelis Elevate® and Fidelis CloudPassage Halo® safeguard data, assets, and services – no matter where they are 
on your networks or cloud. Based on the observed attacks, the following capabilities can help our customers: 
 
• Fidelis Network MDE (Malware Detection Engine) and Fidelis Endpoint® AV (Antivirus) detect known variants of 

WhisperGate, HermeticWiper, CaddyWiper, DoubleZero, and Industroyer and can protect against other forms of 
destructive malware. 

• Fidelis Deception® can provide an early warning of an attack as well as attempts of an attacker to move laterally 
inside an organization. We will continue to monitor this situation so we can best help our customers stop threats 
before they impact business operations. 

We value our role in helping cyber defenders worldwide shift to proactive cyber defense and become stronger and 
more secure. 

About the Fidelis Cybersecurity Threat Research Team

At Fidelis Cybersecurity, our Threat Research Team (TRT) provides day-to-day insight into the functions of threat 
actors around the globe. We work to ensure that our customers are always provided with the most up to date 
detections and threat feeds. 

Follow the threat research page or the Threat Geek blog for the latest updates, threat research, and industry insights 
from the professionals at Fidelis Cybersecurity. To see first-hand how the Fidelis Cybersecurity platforms help 
security teams worldwide protect, detect, respond, and neutralize even the most advanced cyber adversaries across 
network, endpoints, and cloud, schedule a free demo.

TRT_Ukraine-Threat Summary_0223

https://fidelissecurity.com/research/
https://support.fidelissecurity.com/hc/en-us/restricted?return_to=https%3A%2F%2Fsupport.fidelissecurity.com%2Fhc%2Fen-us
https://fidelissecurity.com/research/
https://fidelissecurity.com/threatgeek/
https://fidelissecurity.com/schedule-demo/

