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Overview | February 2023
The Fidelis Cybersecurity Threat Research Team (TRT) continually examines new and noteworthy cyber events. Each month, 
we compile information and metrics, along with trending vulnerabilities and malware, to generate our Threat Intelligence 
Summary. This analysis helps us—and our readers—keep track of the most prevalent methods that bad actors are using to 
compromise systems. 

In February 2023, we saw the return of a nation-state group’s espionage efforts, new cryptographic standards, a city paralyzed 
by ransomware, and the never-ending march of more data breaches and compromises.

Security News and Findings

North Korean Threat Actors Steal Research
The security firm WithSecure identified and exposed a new espionage campaign attributed to the North Korean Lazarus Group. 
This campaign, given the name “No Pineapple!”, allowed Lazarus actors to compromise systems and extract over 100GB of 
data from August to November 2022. Victims of these attacks included companies from the healthcare, engineering, energy, 
and defense industries. The actors leveraged a Zimbra vulnerability (CVE-2022-27925) to gain access to target webmail servers 
before mounting a long-term expansion and collection campaign. During the lateral movement stage, the actors utilized several 
custom tools previously used by the Lazarus Group. At one point, the group exposed a North Korean IP address within the traffic 
of a web-shell on the network. The exposure allowed cyber defenders to identify the campaign. This shows that even the most 
advanced state-sponsored actors can still make mistakes that reveal their presence and affiliation.

NIST Announces IOT Crypto Standard
The National Institute of Standards and Technology (NIST) announced the ASCON algorithm as the winner of the lightweight 
cryptography program focused on Internet of Things (IoT) devices. With the rapid proliferation of small, low-powered IoT devices, 
standardization of encryption practices is paramount for protecting the personal data that they handle. ASCON was selected 
after a strenuous, four-year vetting process that considered 57 different proposals. NIST chose ASCON for its energy efficiency, 
execution speed (especially on slow hardware), flexibility, and low computational overhead. Read the original proposal for 
deeper technical information.

City Declares State of Emergency Following Ransomware Attack
The city of Oakland, California, declared a state of emergency due to the impact of a ransomware attack that affected a variety of 
systems on February 8th. The city reported that it decided to take all IT systems offline to remediate the effects of the malware. 
While 911 and fire emergency services remained intact, many city services remained offline for more than a week and several 
services (such as non-emergency phone systems) remained offline as of the beginning of March. The “Play” ransomware group 
claimed responsibility for the attack. They state that they stole various documents containing personal information for employees, 
financial information, and various government documents.

OpenSSL Patches Multiple Vulnerabilities
On February 7th, the OpenSSL cryptography project released updated software that addresses multiple vulnerabilities in 
OpenSSL versions 3.0, 1.1.1 and 1.0.2. While the bulk of the vulnerabilities are moderate-severity vulnerabilities, one is a 
high-severity vulnerability (CVE-2023-0286). This CVE makes our top 10 list due to the scope and scale OpenSSL software 
deployment and the CVE’s high severity base score. Software that uses older versions of OpenSSL could be at risk of denial-
of-service (DDoS) attacks, disclosure of private memory contents, data theft, and more. Given the widespread use of OpenSSL, 
many software vendors are releasing patches to reduce the risk of exploitation of these known vulnerabilities. While there are no 
currently known active exploits in the wild, Fidelis Cybersecurity recommends organizations running software using vulnerable 
versions of OpenSSL assess any potential security risks and update wherever possible. For more information see the OpenSSL 
announcement webpage.

https://csrc.nist.gov/CSRC/media/Projects/lightweight-cryptography/documents/finalist-round/updated-spec-doc/ascon-spec-final.pdf
https://www.openssl.org/news/vulnerabilities.html
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GoDaddy Data Breach and Source Code Compromise
Web hosting provider GoDaddy announced another breach of its services after reports of hosted sites redirecting to random 
domains in December 2022. GoDaddy reports that this breach appears to be a multi-year campaign that installed malware 
upon systems and obtained source code related to GoDaddy services. This breach is most likely linked to prior compromises in 
March 2020 and November 2021. Those incidents compromised personal and account data for more than 1.2 million users of 
GoDaddy’s managed WordPress services.

Spoofing Security Company Digital Certificates
Security firm Emsisoft is warning that threat actors used fake code-signing certificates to impersonate their software. While 
Emsisoft’s security software detected the digital signature as invalid, the name associated with the signature made it appear that 
the software had been distributed by the vendor. The important lesson here is not to trust digital signatures based solely upon 
the name. It is imperative to verify the signatures of signed code before it gets executed.

Largest DDoS Attacks and Trends
Content delivery service Cloudflare reported in February that it detected and mitigated the largest volumetric distributed denial 
of service (DDoS) attack in its history of operations. Cloudflare described the attack as consisting of multiple waves. The largest 
wave issued from more than 30-thousand IP addresses and reached more than 71 million requests per second (rps). This attack 
broke the previous record of 46 million rps from June 2022. It clearly demonstrates that attackers continue increasing the scope 
and impact of their attacks, even in the face of improved security awareness and defenses.
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Emerging Vulnerabilities
Each month, Fidelis Cybersecurity tracks new and emerging vulnerabilities and provides a ranking of the severity based upon 
scope, scale, and usage compared to an older catalog of vulnerabilities. The Top 10 list includes vulnerabilities that Fidelis 
Cybersecurity believes have a high likelihood of impacting our customer’s systems and should therefore be given special 
consideration when prioritizing updates and patches. Part of this consideration is assessing whether the Top 10 vulnerabilities 
are:

• Contained on systems directly exposed to the internet (i.e., more exposed systems), 
• Present on systems that perform business critical functions, and/or 
• Present on systems that host critical data.

In February 2023, Fidelis tracked more than six thousand such vulnerabilities. The chart below shows the relative weight of each 
Common Vulnerability and Exposure (CVE) tracked as part of this Vulnerability Quotient metric and we provide a summary of the 
top 10 vulnerabilities that all organizations should be tracking.

Figure 1: Emerging Vulnerabilities for February 2023

Top 10 Vulnerabilities in February

#1 VMWare ESXi Heap Overflow Vulnerability (CVE-2021-21974)

Base Score: 8.8 High 
OpenSLP as used in ESXi (7.0 before ESXi70U1c-17325551, 6.7 before ESXi670-202102401-SG, 6.5 before ESXi650-
202102101-SG) has a heap-overflow vulnerability. A malicious actor residing within the same network segment as ESXi who has 
access to port 427 may be able to trigger the heap-overflow issue in the OpenSLP service. Exploitation of this vulnerability could 
result in remote code execution.

#2 Fortinet FortiNAC HTTP Vulnerability (CVE-2022-39952)

Base Score: 9.8 Critical
An external control of file name or path in several Fortinet FortiNAC versions may allow an unauthenticated attacker to execute 
unauthorized code or commands via specifically crafted HTTP requests. Affected versions include 9.4.0, 9.2.0 through 9.2.5, 
9.1.0 through 9.1.7, 8.8.0 through 8.8.11, 8.7.0 through 8.7.6, 8.6.0 through 8.6.5, 8.5.0 through 8.5.4, and 8.3.7.
 

https://nvd.nist.gov/vuln/detail/CVE-2021-21974
https://nvd.nist.gov/vuln/detail/CVE-2022-39952
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#3 Apple Webkit Arbitrary Code Execution (CVE-2023-23529)

Base Score: 8.8 High
Apple addressed a type-confusion vulnerability with improved checks. Operating systems MacOS Ventura 13.2.1, iOS 16.3.1, 
iPadOS 16.3.1, and Safari 16.3 all contain the fix. Unpatched systems may be vulnerable to maliciously crafted web content that 
could lead to arbitrary code execution. Apple is aware of a report that indicates ongoing, active exploitation. 

#4 ImageMagick Information Disclosure Vulnerability (CVE-2022-44268)

Base Score: 6.5 Medium
ImageMagick 7.1.0-49 is vulnerable to Information Disclosure. When the software parses a PNG image (e.g., for resize), the 
resulting image could have the contents of an arbitrary file embedded within it.

#5 Joomla Improper Access Checking (CVE-2023-23752)

Base Score: 5.3 Medium
An issue was discovered in Joomla! 4.0.0 through 4.2.7. An improper access check allows unauthorized access to webservice 
endpoints.

#6 OpenSSH Remote Code Execution Vulnerability (CVE-2023-25136)

Base Score: 6.5 Medium
OpenSSH server (sshd) 9.1 introduced a double-free vulnerability during options.kex algorithm handling. OpenSSH 9.2 contains 
a fix for this issue. An unauthenticated remote attacker with a default configuration can leverage the double-free vulnerability. 
Successful exploitation allows the attacker to jump to any location in the sshd address space. One third-party report states “remote 
code execution is theoretically possible.”

#7 Fortra GoAnywhere MFT Pre-Authentical Command Injection (CVE-2023-0669)

Base Score: 7.2 High
Fortra (formerly, HelpSystems) GoAnywhere MFT suffers from a pre-authentication command injection vulnerability in the License 
Response Servlet due to deserializing an arbitrary attacker-controlled object. Version 7.1.2 contains a patch for this issue. This 
exploit appears to be under active exploitation.

#8 Zoho ManageEngine Remote Code Execution (CVE-2022-47966)

Base Score: 9.8 Critical
Multiple Zoho ManageEngine products, such as ServiceDesk Plus through 14003, allow remote code execution due to use of 
Apache xmlsec (aka XML Security for Java) 1.4.1. The xmlsec XSLT feature requires that certain security protections be provided 
with the ManageEngine application. However, those protections were not adequate. This vulnerability appears to be under active 
exploitation in the wild.

#9 IBM Aspera Faspex YAML Deserialization Flaw (CVE-2022-47986)

Base Score: 9.8 Critical
A remote attacker could execute arbitrary code on IBM Aspera Faspex 4.4.2 Patch Level 1 and earlier systems. This vulnerability is 
the result of a YAML deserialization flaw. By sending a specially crafted obsolete API call, an attacker could exploit this vulnerability. 
The obsolete API call was removed in Faspex 4.4.2 PL2. IBM X-Force ID: 243512. This vulnerability is under active exploitation

#10 OpenSSL Type Confusion Vulnerability (CVE-2023-0286)

Base Score: 7.4 High
A type-confusion vulnerability was found in OpenSSL when OpenSSL X.400 addresses processing inside an X.509 GeneralName. 
When CRL checking is enabled (for example, the application sets the X509_V_FLAG_CRL_CHECK flag), this vulnerability may 
allow an attacker to pass arbitrary pointers to a memcmp call, enabling them to read memory contents or cause a denial of 
service. In most cases, the attack requires the attacker to provide both the certificate chain and CRL, of which neither needs a 
valid signature. If the attacker only controls one of these inputs, the other input must already contain an X.400 address as a CRL 
distribution point, which is uncommon. In this case, this vulnerability is only likely to affect applications that have implemented their 
own functionality for retrieving CRLs over a network.

https://nvd.nist.gov/vuln/detail/CVE-2023-23529
https://nvd.nist.gov/vuln/detail/CVE-2022-44268
https://nvd.nist.gov/vuln/detail/CVE-2023-23752
https://nvd.nist.gov/vuln/detail/CVE-2023-22809
https://nvd.nist.gov/vuln/detail/cve-2023-25136
https://nvd.nist.gov/vuln/detail/CVE-2023-0669
https://nvd.nist.gov/vuln/detail/CVE-2022-47966
https://nvd.nist.gov/vuln/detail/CVE-2022-47986
https://nvd.nist.gov/vuln/detail/CVE-2023-0286
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CVE Telemetry
Fidelis Cybersecurity detected 1,196 unique exploitation attempts of critical vulnerabilities across our sensor network in February 
2023. Month to month, Fidelis Cybersecurity sees similar vulnerabilities as our top trending threats. These usually include an 
Apache Struts vulnerability discovered in 2018 (CVE-2018-11776), Microsoft Exchange vulnerabilities (CVE-2021-26855), and 
a remote code execution vulnerability targeting Microsoft Office (CVE-2017-0199). We have previously called out each of these 
vulnerabilities in our reporting. For the most recent instance, see the December 2022 TRT Report. February also saw an old 
Internet Explorer vulnerability (CVE-2014-1776) move into the trending list. As always, the best defense against these persistent 
vulnerabilities is a rigorous patch management program that keeps systems up to date coupled with a proactive defense strategy 
that promotes cyber resilience.

Cyber Threat Analysis Highlights
In January 2023, Fidelis Cybersecurity enabled 
clients to defend their networks and clouds from 
more than:

95K 1196
high-severity malware
threats (e.g. Ransomware, 
Trojans, Backdoors, Exploit 
Kits, Loaders, Droppers)

critical vulnerability 
exploitation attempts
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Malware
Fidelis Cybersecurity tracks the most prevalent malware threats to keep our detection feeds up to date and our clients secure. 
In February 2023, Fidelis Cybersecurity detected and defended against more than ninety-five thousand high-severity malware 
threats across more than thirty-five thousand unique instances of malware. Each month, we like to track the prevalence of our 
detections across different industrial segments to keep a running record of which sectors are being attacked and by what threat 
actors. The graph below shows our results for February. We see a seven-fold drop-off in detected malware targeting of the 
manufacturing industries as compared to January, while medical sector targeting trends back towards typical levels following a 
decrease in January. 

Across all categories, we break down our top trending malware samples. For February, we see our most common malware type 
as encrypted payloads transiting the network, followed closely by the Pony credential stealing and downloader malware. Notably, 
we also see the Emotet Trojan break into our top trending malware samples (which is often among the top trending samples in 
open-source reporting). Across all malwares we see a relatively even spread of filetypes, though February saw an increase in 
malicious HTML and flash pages compared to previous months.

Figure 2: Malware: Top 10 Hardest Hit Industries for February 2023
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Figure 3: Top Malware Samples, February 2023

Figure 4: Malware by File Type, February 2023
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#1. RedLineStealer

Commercially available malware designed to harvest 
browser information such as credentials, credit card 
information, and autocomplete data. Recent versions 
include capability to steal cryptocurrency, upload and 
download files, execute commands, and more.

#2. Amadey

A trojan in use since at least 2018, Amadey is sold 
primarily on Russian-speaking forums. It primarily 
functions as a loader for other malware.
 
#3. AgentTesla 

Commercially available malware that has been available 
since 2014. A .NET based RAT and info stealer.

#4. SmokeLoader
A malicious bot that has been in the wild since at least 
2011. Includes several different payloads and plugins, but 
primarily used as a loader for other malware.

#5. Mirai
A worm initially written knock out rival Minecraft servers, 
Mirai has since spread to thousands of devices and has 
evolved as a botnet to be used in large-scale attacks. In 
the wild since at least 2016, Mirai has been used in some 
of the largest DDOS attacks recorded.
       

Top 5 Malware Seen in Open-Source Reporting
The Fidelis Threat Research Team stays abreast of the current trends seen in open-source malware reporting and ensures that 
our threat feeds stay on top of the newest and most threatening malware samples. For February, the top malware families seen 
in open-source reporting are:

Top Phishing Domains
Social engineering is one of the cheapest and easiest ways for attackers to gain initial access to a system. Most reports estimate 
that more than 70% of data breaches began with a phishing or social engineering attempt. As such, the Threat Research Team 
monitors the top web domains associated with phishing attempts as seen within Fidelis Cybersecurity’s sensor networks. For 
February, the top five phishing domains detected were: 

1. Omnatuor.com
2. Nighkclick.biz
3. Supapush.net
4. Astivysauran.com 
5. Ace.clothing
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Fidelis Cybersecurity, the industry innovator in Active XDR and proactive cyber defense solutions, safeguards modern IT environments 
with unparalleled detection, deception, response, cloud security, and compliance capabilities. We offer full visibility across hybrid 
environments via deep, dynamic asset discovery, multi-faceted context, and risk assessment. These features help minimize attackable 
surface areas, automate exposure prevention, threat detection, and incident response, and provide the context, accuracy, speed, and 
portability security professionals need to find and neutralize adversaries earlier in the attack lifecycle. Fidelis Cybersecurity is dedicated 
to helping clients become stronger and more secure. Fidelis is trusted by many top commercial, enterprise, and government agencies 
worldwide. For more information, please visit www.fidelissecurity.com

About Fidelis Cybersecurity
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Summary
At Fidelis Cybersecurity, the Threat Research Team provides day-to-day insight into the functions of threat actors around the 
globe and works to ensure that our customers are always provided with the most up-to-date detections and threat feeds. This 
month, we saw new activity from an old nation-state threat actor, the introduction of a new encryption standard for IoT devices, a 
state of emergency declared due to ransomware attacks, examined ongoing data breaches and compromises, and continued our 
ongoing discussions of the trends and tactics that we see threat actors executing upon.

Subscribe to the Threat Geek blog for the latest updates, threat research, and industry insights from the professionals at Fidelis 
Cybersecurity. To see first-hand how the Fidelis Cybersecurity platforms help security teams worldwide protect, detect, respond, 
and neutralize even the most advanced cyber adversaries across network, endpoints, and cloud, schedule a free demo.
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https://fidelissecurity.com/threatgeek/
https://fidelissecurity.com/schedule-demo/

