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Overview | January 2023
Each new year introduces cyber security challenges and threats that impact nearly every organization. As threat actors continue 
innovating, we learn about new vulnerability exposures and exploits. This monthly report is offered to help you stay informed and 
ahead of modern cyber threats and adversaries.

In this month’s Threat Intelligence Summary, the Fidelis Cybersecurity® Threat Research Team (TRT) examines new and 
noteworthy events from the past month. We also present ongoing metrics related to attempted vulnerability exploitation and 
follow-on malware infections. 

January saw the true end-of-life of widely used operating systems, exploitation of critical vulnerabilities that we flagged in the 
December report, new and continuing data breaches at financial and technology service companies, and more.
 

Security News and Findings

End of an Era for Windows 7 and 8.1
On January 10th, 2023, Microsoft officially ended all support for the venerable Windows 7 and 8.1 operating systems. While 
Windows 7 reached its end of support date in 2015, customers could still receive security updates via Microsoft’s Extended 
Security Update (ESU) program. Microsoft recommends updating from Windows 7 or 8.1 to Windows 11 for devices that meet 
the hardware requirements, or Windows 10 for incompatible devices.

FortiOS Vulnerability Targeted Against Governmental Networks

In the December 2022 Threat Intelligence Summary , we called out CVE-2022-42475 as the top emerging vulnerability. We still 
echo that sentiment. Unfortunately, threat actors were ahead of the curve, and emerging reports now indicate successful exploits 
of FortiOS SSL-VPN systems within governmental networks. One security company reported a suspected Chinese-origin 
actor is behind attempts to utilize the exploit. Their targets also include a European governmental entity and a managed service 
provider located in Africa.

Experian Credit Score Website Vulnerability
Malicious actors have identified and exploited a security vulnerability in the Experian consumer credit bureau that exposed 
consumer credit reports via an authentication bypass. Normally, Experian requires user validation through challenge questions 
relating to financial history before displaying the report. However, this vulnerability allowed an identity thief to access reports by 
simply modifying a URL at a specific point in the authentication process. While this technique still requires knowing a target’s 
name, birthday, address, and social security number, these data points are oftentimes accessible by searching past data 
breaches. To read more about the technical details and response to this vulnerability, see this report.

Russian Actors Using Decade-old Malware Infrastructure to Deploy Backdoors in Ukraine
The Russian threat actor group known as Turla has been seen re-registering domains associated to the decade-old 
ANDROMEDA malware strain. Cybersecurity experts  analyzed an incident where an unnamed Ukrainian organization inserted a 
malicious USB drive, which launched the ANDROMEDA malware. When it called back to its command-and-control infrastructure, 
the Turla actors caught the callback, pivoted, and dropped the KOPILUWAK JavaScript network reconnaissance utility. It is not 
uncommon to see threat actors utilizing old tools (as our own metrics often show older utilities as the most widespread). What is 
unusual is seeing an actor co-op infrastructure from another group’s campaign. It only goes to show that you can never count old 
malware out and should always keep up-to -date on the latest threats and trends.

https://fidelissecurity.com/wp-content/uploads/2023/01/TRT-Dec.pdf
https://fidelissecurity.com/wp-content/uploads/2023/01/TRT-Dec.pdf
https://nvd.nist.gov/vuln/detail/CVE-2022-42475
https://www.mandiant.com/resources/blog/chinese-actors-exploit-fortios-flaw
https://krebsonsecurity.com/2023/01/identity-thieves-bypassed-experian-security-to-view-credit-reports/
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Russian Actors Target US National Labs
A separate Russian threat group, known as COLDRIVER, attempted to target the Brookhaven, Argonne, and Lawrence 
Livermore National Laboratories. By creating fake log-in pages, the threat actors attempted to gain access to researchers’ 
credentials. This follows a longstanding pattern by COLDRIVER actors who have similarly spoofed log-in pages targeting the US 
defense and intelligence communities, NGOs, think tanks, and educational facilities.

Threat Actors Place Backdoors Before Zero Days Patched
Emerging reports indicate that threat actors now utilize zero-day exploits to leave behind backdoors. These hooks allow for 
easier re-infiltration after vulnerability patching takes place. One notable instance was an attack by the Lorenz ransomware 
group which culminated months after the telephony vulnerability that granted initial access was patched. This instance serves as 
a humbling reminder that simply patching systems is not sufficient. A holistic approach that includes network, cloud, and endpoint 
monitoring, along with integrated deception, to lure out and detect adversary activity helps to better protect systems when new 
threats—and reimagined existing threats—continually evolve.

GitHub Private Certifcates Compromised
Github disclosed on January 31st the compromise of several encrypted code signing certificates for GitHub Desktop for Mac 
and Atom. If the threat actors manage to decrypt the vulnerable certificates, they could be used to create trojan applications 
that appear as if they originated from GitHub. As a precautionary measure, Github revoked the compromised certificates, which 
invalidates versions 3.0.2-3.1.2 of the GitHub Desktop for Mac application. Github states that there was no customer data 
compromised.

US Government Seizes Hive Ransomware Infrastructure
In a joint operation, the U.S. Federal Bureau of Investigation (FBI), Department of Justice (DoJ), Secret Service, and several 
European governmental agencies announced that they seized the infrastructure behind the Hive ransomware operations. The 
group’s DarkWeb web site displayed a notification of the seizure. Statements from the FBI confirm the operation. The FBI states 
that it first gained access to the Hive networks in July of 2022, allowing them to capture decryption keys and offer them to victims 
of the ransomware (with more than 1,300 decryption keys captured). Hive offered a ransomware as a service model, which was 
a subscription service for bad actors who used Hive’s ransomware against more than 1,500 victims since June of 2021.

https://www.justice.gov/opa/pr/us-department-justice-disrupts-hive-ransomware-variant
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Emerging Vulnerabilities
In December 2022, Fidelis Cybersecurity tracked over a thousand new and emerging vulnerabilities and assigned a weighted 
score to each based upon its scope, severity, and usage. The chart below shows the relative weight of each Common 
Vulnerability and Exposure (CVE) tracked as part of this Vulnerability Quotient metric. We summarize the top 10 vulnerabilities 
that all organizations should be tracking.

Figure 1: Emerging Vulnerabilities for January 2023

Top 10 Vulnerabilities in December

#1 Zoho ManageEngine Remote Code Execution (CVE-2022-47966)

Multiple Zoho ManageEngine on-premises products, such as ServiceDesk Plus through 14003, allow remote code execution 
due to use of Apache xmlsec (aka XML Security for Java) 1.4.1. The xmlsec XSLT features, by design in that version, make the 
application responsible for certain security protections, and the ManageEngine applications did not provide those protections. 
This critical vulnerability is being actively exploited. The vendor recommends immediate updates to affected systems.

#2 Keepass Write Authentication Issue  (CVE-2023-24055)

All KeePass versions through 2.53, when configured with a default installation, allow cleartext password access to anyone with 
write-access to the XML configuration that knows to add an export trigger. 

NOTE: the vendor’s position is that the password database is not intended to be secure against an attacker who has that level of 
access to the local PC. Best practices for protection against these types of insider threats include implementation of a zero-trust 
architecture and comprehensive monitoring of privileged accounts and access. 

#3 FortiOS Heap-based Buffer Overflow (CVE-2022-42475) 

A heap-based buffer overflow vulnerability [CWE-122] in FortiOS SSL-VPN 7.2.0 through 7.2.2, 7.0.0 through 7.0.8, 6.4.0 
through 6.4.10, 6.2.0 through 6.2.11, 6.0.15 and earlier, as well as FortiProxy SSL-VPN 7.2.0 through 7.2.1, 7.0.7 and earlier, 
may allow a remote unauthenticated attacker to execute arbitrary code or commands via specifically crafted requests. This 
vulnerability is seeing active exploitation in the wild.

#4 CentOS Web Panel Shell Metacharacter Remote Commands (CVE-2022-44877)

login/index.php in CWP (aka Control Web Panel or CentOS Web Panel) 7 before 0.9.8.1147 allows remote attackers to execute 
arbitrary OS commands via shell metacharacters in the login parameter. This vulnerability  is under active exploitation.

https://nvd.nist.gov/vuln/detail/CVE-2022-47966
https://nvd.nist.gov/vuln/detail/CVE-2022-42475
https://nvd.nist.gov/vuln/detail/CVE-2022-42475
https://nvd.nist.gov/vuln/detail/CVE-2022-44877
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#5 Windows Advanced Local Procedure Call (ALPC) Elevation of Privilege Vulnerability (CVE-2023-21674)

A vulnerability in the Windows Advanced Local Procedure Call (ALPC) allows a browser sandbox escape, providing an attacker to 
gain SYSTEM privileges. Technical details are currently light, but the vulnerability is being actively exploited in the wild as a zero-
day threat.

#6 Sudo Elevation of Privilege (CVE-2023-22809)

In Sudo before 1.9.12p2, the sudoedit (aka, -e) feature mishandles extra arguments passed in the user-provided environment 
variables (SUDO_EDITOR, VISUAL, and EDITOR). This allows a local attacker to append arbitrary entries to the list of files to 
process, which can lead to privilege escalation. Affected versions include 1.8.0 through 1.9.12.p1. The problem exists because a 
user-specified editor may contain a “--” argument that defeats a protection mechanism, e.g., an EDITOR=’vim -- /path/to/extra/file’ 
value. This vulnerability is currently undergoing reanalysis.

#7 Cacti Command Injection (CVE-2022-46169)

Markdown Preview Enhanced v0.6.5 and v0.19.6 for VSCode and Atom was discovered to contain a command injection 
vulnerability via the PDF file import function. A publicly available proof of concept exists on Github. 

#8 Windows TCP/IP Remote Code Execution Vulnerability (CVE 2022-34718)

Systems running IKE and AuthIP IPsec Keying Modules are vulnerable to a TCP/IP remote code execution vulnerability. Microsoft 
recommends disabling these services on vulnerable systems or applying updates.

#9 MacOS/iOS Arbitrary Code Execution (CVE-2022-46689)

A vulnerability exists across the Apple family of operating systems that might allow an app to execute arbitrary code with kernel 
privileges. Apple issued a patch that addressed a race condition and provided additional validation. This issue is fixed in tvOS 16.2, 
macOS Monterey 12.6.2, macOS Ventura 13.1, macOS Big Sur 11.7.2, iOS 15.7.2, and iPadOS 15.7.2, iOS 16.2 and iPadOS 16.2, 
watchOS 9.2.    

#10 Grand Theft Auto V Remote Code Execution (CVE-2023-24059)

Grand Theft Auto V for PC allows attackers to achieve partial remote code execution or modify files on a PC, as exploited in the 
wild in January 2023. This vulnerability is currently undergoing reanalysis.

http://(CVE-2023-21674)
https://nvd.nist.gov/vuln/detail/CVE-2023-22809
https://nvd.nist.gov/vuln/detail/CVE-2022-46169
https://nvd.nist.gov/vuln/detail/CVE-2022-34718
http://(CVE-2022-46689)
https://nvd.nist.gov/vuln/detail/CVE-2023-24059
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CVE Telemetry
Fidelis Cybersecurity detected 935 unique exploitation attempts of critical vulnerabilities across our sensor network in January 
2023. Month-to-month, Fidelis Cybersecurity sees similar vulnerabilities as our top trending threats. These usually include an 
Apache Struts vulnerability discovered in 2018, various Microsoft Exchange vulnerabilities, and a few remote code execution 
vulnerabilities targeting Microsoft Office. We have called out each of these vulnerabilities in previous reporting. For the most 
recent instance, see the December 2022 TRT Report. As always, the best defense against these persistent vulnerabilities a 
rigorous patch management program that keeps systems up to date.

Cyber Threat Analysis Highlights
In January 2023, Fidelis Cybersecurity enabled 
clients to defend their networks and clouds from 
more than:

79K 935
high-severity malware
threats (e.g. Ransomware, 
Trojans, Backdoors, Exploit 
Kits, Loaders, Droppers)

critical vulnerability 
exploitation attempts

https://fidelissecurity.com/wp-content/uploads/2023/01/TRT-Dec.pdf
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Malware
Each month, Fidelis Cybersecurity tracks the most prevalent malware threats and maps each threat to industrial sectors. In 
January 2023, Fidelis Cybersecurity detected and defended clients against more than seventy-nine thousand high-severity 
malware threats and detected more than twenty-six thousand unique instances of malware. In the graph below, we see the 
relative weight of how each industrial segment is affected by malware infections. We see a dramatic increase this month in the 
percentage of malware targeting the medical sectors, and a slight increase affecting the governmental sector, coming from a 
relative decrease in the manufacturing and insurance sectors. Over recent months, the Insurance industry has been particularly 
hard hit by attempted malware infections, so it is nice to see the relative decline in the new year.

Across all observed malware samples, we break them down to examine the prevalent file types and classify the type of malware 
(exploits, trojans, command and control, heuristics, etc). 

In January, the bulk of observed malware samples were binary executable files, malicious PDF documents, and text files. We 
can attribute a significant portion of the binary files, as well as the command and control (C2), files to the prevalence of attempted 
njRat callbacks. As has been the case for quite some time, njRat is consistently our most observed malware package across 
Fidelis monitored systems. 

The second most prevalent detection belongs to a malicious PDF file which contains embedded JavaScript code that attempts to 
serve as a loader for other malware. The charts below present the breakdown by file types and category of observed malware, 
as well as the most detected malware families for January. We also examine the top five malware samples reported across the 
industry and present our findings for the most common domain names associated with phishing attempts.

Figure 2: Malware: Top 10 Hardest Hit Industries for January 2023
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Figure 3: Malware by Filetype, January 2023

Figure 4: Malware by Category, January 2023
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#1. Smoke Loader

A malicious bot that has been in the wild since at least 
2011.  Includes several different payloads and plugins, but 
primarily used as a loader for other malware.

#2. GCleaner

A fake system optimization software that covers a trojan 
running in the background to steal personal data.
 
#3. RedLineStealer 

ACommercially available malware designed to harvest 
browser information such as credentials, credit card 
information, and autocomplete data. Recent versions 
include capability to steal cryptocurrency, upload and 
download files, execute commands, and more.

#4. Agent Tesla
Commercially available malware that has been available 
since 2014. A .NET based RAT and info stealer.

#5. Mirai
A worm initially written knock out rival Minecraft servers, 
Mirai has since spread to thousands of devices and has 
evolved as a botnet to be used in large-scale attacks. In 
the wild since at least 2016, Mirai has been used in some 
of the largest DDOS attacks recorded.
       

Top 5 Malware Seen in Open-Source Reporting

Figure 5:  Top Malware Families, January 2023

Top Phishing Domains

1. Omnatuor.com
2. Nighkclick.biz
3. Supapush.net
4. Astivysauran.com 
5. Ximages.offeroptimizer.com 
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Fidelis Cybersecurity, the industry innovator in Active XDR and proactive cyber defense solutions, safeguards modern IT environments 
with unparalleled detection, deception, response, cloud security, and compliance capabilities. We offer full visibility across hybrid 
environments via deep, dynamic asset discovery, multi-faceted context, and risk assessment. These features help minimize attackable 
surface areas, automate exposure prevention, threat detection, and incident response, and provide the context, accuracy, speed, and 
portability security professionals need to find and neutralize adversaries earlier in the attack lifecycle. Fidelis Cybersecurity is dedicated 
to helping clients become stronger and more secure. Fidelis is trusted by many top commercial, enterprise, and government agencies 
worldwide. For more information, please visit www.fidelissecurity.com

About Fidelis Cybersecurity
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Summary
At Fidelis Cybersecurity, TRT provides day-to-day insight into the functions of threat actors around the globe and works to ensure 
that our customers are always provided with the most up to date detections and threat feeds. This month, we looked at trending 
malware and vulnerabilities, presented the top phishing domains seen in our data feeds, saw the end of life for Windows 7 and 
8.1, and examined several data breaches and compromises by state actors.

Subscribe to the Threat Geek blog for the latest updates, threat research, and industry insights from the professionals at Fidelis 
Cybersecurity. To see first-hand how the Fidelis Cybersecurity platforms help security teams worldwide protect, detect, respond, 
and neutralize even the most advanced cyber adversaries across network, endpoints, and cloud, schedule a free demo.
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https://fidelissecurity.com/threatgeek/

