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Overview | December 2022
In this month’s Threat Intelligence Summary, the Fidelis Cybersecurity® Threat Research Team (TRT) examined a new 
vulnerability that targets endpoint security providers and confirms that Fidelis Cybersecurity platforms remain secure. We also 
discuss updated detections for popular (and commonly abused) penetration testing tools and present metrics and information on 
the most impactful vulnerabilities and malware strains in the wild today. 

Security News and Findings

EDR Tools Vulnerable to Exploitation to Wipe Data
On Wednesday, December 7th, at BlackHat Europe, a security researcher demonstrated a proof-of-concept attack against 
Endpoint Detection and Response (EDR) software, known as Aikido. The proof of concept demonstrated how malware can 
manipulate vulnerable EDR software to delete files from a protected system with only unprivileged user permissions. The exploit 
utilizes NTFS junction points (similar to a symbolic link file) to redirect EDR file deletion commands to target non-malicious files 
(including system level files). The attack is reliant upon EDR tools that postpone deletion of detected malicious files until after a 
reboot. In between detection and deletion, Aikido can use the NTFS junction points to redirect the EDR tool so that it will delete 
any desired file upon the cleanup phase during reboot. The researcher tested products from 11 different vendors and discovered 
four vulnerable products: Microsoft, TrendMicro, Avast/AVG, and SentinalOne. Microsoft, TrendMicro, and Avast/AVG all 
released patches prior to the disclosure.

Fidelis Cybersecurity has reviewed the research presented at BlackHat Europe and determined that our EDR platform - Fidelis 
Endpoint® -  is not vulnerable to the Aikido attack. Specifically, Fidelis Endpoint processing rules explicitly block use of Symbolic 
Links and NTFS junctions that are used to trigger the Aikido attack. This step is a standard step for our Threat Research Team 
(TRT), which works to ensure that our customers stay up to date on the latest cyber threats and that any vulnerabilities are 
promptly checked and remediated.

Updated Detections for Cobalt Strike
In mid-November, Google published an analysis on the use of Cobalt Strike (CS) by malicious actors. While vendor Fortra 
maintains a vetting process for potential clients, CS has been cracked and used by malicious actors for several years now. 
These unauthorized copies are just as potent as the officially licensed copies: however, they are not eligible to receive software 
updates and can therefore be more finely targeted within endpoint protection tools.  Google’s Cloud Threat Intelligence 
team detailed a list of updated YARA rules. Fidelis has updated YARA rules within the Fidelis Endpoint product to detect and 
differentiate between internal Red Team testing using licensed versions of Cobalt Strike and use of unlicensed versions of Cobalt 
Strike by malicious actors.

Royal Ransomware Targets Healthcare Sector
The United States Department of Health and Human Services (HHS) issued a warning of the Royal ransomware strain targeting 
healthcare providers. Royal first appeared in September of 2022. Upon infecting an organization, payment demands range 
anywhere from $250,000 to over $2 million USD. HHS notes that threat actors behind Royal appear to consist of experienced 
members from various other groups, and it is now distributed by multiple threat groups. The threat actors utilize Cobalt Strike for 
persistence, to harvest credentials, and to move laterally through the network before encrypting files. The ransomware primarily 
targets healthcare organizations in the United States and the primary threat actor claims to have published 100% of the data that 
is compromised.

Cisco IP Phone Vulnerability
In early December, Cisco disclosed that its latest generation of IP phones are vulnerable to a Zero-Day that exposes them to 
remote code execution and denial of service attacks. While Cisco is tracking available proof of concept, they stated that they 
are not aware of active exploits in the wild. The estimated release timeline for a patch is January 2023. The vulnerable devices 
include the 7800 and 8800 Series with firmware versions 14.2 and earlier. Until a patch is available, Cisco recommends disabling 
Cisco Discovery Protocol as a mitigation.

https://www.hhs.gov/sites/default/files/royal-ransomware-analyst-note.pdf
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Data Wiper Targeting Russian Courts and Mayoral Offices
A new data-wiper disguised as ransomware targets Russian organizations, including Mayoral offices and courts. The strain, 
known as CryWiper, exploits a variety of Windows API function calls to delete backup information, prevent Remote Desktop 
Protocol (RDP) connections, and then corrupt all non-system files. CryWiper then generates a ransom note demanding half of a 
bitcoin as payment. The ransom demand is a false-flag since the corrupted data cannot be recovered. CryWiper does not appear 
to be associated with any of the other common wiper malware strains involved in the Ukrainian conflict.

Update to LastPass Data Breach
Last month, we reported that password manger service LastPass suffered a data breach that accessed “certain elements” of 
customer information. In a follow-up report, LastPass confirmed that this information included copies of “backup(s) of customer 
vault data” which could contain encrypted passwords along with account-specific information that is not encrypted. While the 
passwords in the vault are encrypted, attackers have unlimited tries to guess the Master Password. They can also use the 
account-specific information to mount targeted phishing and social engineering attacks against LastPass account holders. 
LastPass recommends that customers review their saved credentials and change passwords, especially if their data is not 
protected by a very strong master password. In addition, Fidelis Cybersecurity recommends customers who use LastPass 
enable multifactor authentication if it is not already enabled. Also, we recommend that they should notify their employees of the 
potential for phishing and social engineering attacks geared toward tricking employees into divulging their master passwords.
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Emerging Vulnerabilities
In December 2022, Fidelis Cybersecurity tracked over a thousand new and emerging vulnerabilities and assigned a weighted 
score to each based upon its scope, severity, and usage. The chart below shows the relative weight of each Common 
Vulnerability and Exposure (CVE) tracked as part of this Vulnerability Quotient metric. We summarize the top 10 vulnerabilities 
that all organizations should be tracking.

Figure 1: Emerging Vulnerabilities for December 2022

Top 10 Vulnerabilities in December

#1 FortiOS Heap-based Buffer Overflow (CVE-2022-42475)

A heap-based buffer overflow vulnerability [CWE-122] in FortiOS SSL-VPN 7.2.0 through 7.2.2, 7.0.0 through 7.0.8, 6.4.0 
through 6.4.10, 6.2.0 through 6.2.11, 6.0.15 and earlier and FortiProxy SSL-VPN 7.2.0 through 7.2.1, 7.0.7 and earlier may allow 
a remote unauthenticated attacker to execute arbitrary code or commands via specifically crafted requests.

#2 Windows SPNEGO Extended Negotiation (NEGOEX) Security Mechanism Remote Code Execution 
Vulnerability (CVE-2022-37958)

This remote code execution vulnerability in the Microsoft Windows SPNEGO NEGOEX protocol is currently under investigation. 
The affected protocol supports application authentication via protocols such as SMB and RDP. As of yet, there are no reports of 
exploitation in the wild. However, we will watch this one closely, as it has the potential to become “wormable” due to its effect on 
multiple remote access protocols.

#3 Citrix ADC and Citrix Gateway Unauthenticated Remote Arbitrary Code Execution (CVE-2022-27518)

An exploit of a newly discovered vulnerability in Citrix Gateway and Citrix ADC prior to version 13.1 could allow an arbitrary code 
execution on an appliance by an unauthenticated remote attacker.  This vulnerability has reportedly been exploited in the wild by 
state sponsored actors, with the US National Security Agency attributing it to APT 5.

FortiOS Heap Buffer Overflow

Google Chrome
Heap Corruption

Windows SPNEGOEX
NEGOEX Vulnerabiltiy

Citrix Gateway
Code Execution

FreeBSD
PingStack
Overflow

https://nvd.nist.gov/vuln/detail/CVE-2022-42475
https://nvd.nist.gov/vuln/detail/CVE-2022-37958
https://nvd.nist.gov/vuln/detail/CVE-2022-27518
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#4 FreeBSD Ping Stack-based Overflow (CVE-2022-23093)

FreeBSD is susceptible to a vulnerability in its implementation of the ping program that allows a remote denial of service attack.  
When ping reads raw IP packets from the network it must reconstruct the IP header, the ICMP header, and copies the headers 
into stack buffers for further processing. It fails to consider the presence of IP option headers following the IP header in either the 
response or the quoted packet.  When IP options are present, pr_pack() overflows the destination buffer by up to 40 bytes and 
causes the ping program to crash.

#5 Google Chrome Heap Corruption (CVE-2022-4262)

Type confusion in the V8 JavaScript engine within Google Chrome prior to 108.0.5359.94 allows a remote attacker to potentially 
exploit heap corruption via a crafted HTML page. Technical details are currently light, but it appears that the vulnerability is being 
actively exploited in the wild.

#6 Microsoft Windows Sysmon Elevation of Privilege (CVE-2022-41120)

A locally authenticated attacker could manipulate information on Windows System Monitor (Sysmon) to achieve elevation from 
local user to SYSTEM admin. A proof-of-concept exploit has been released that utilizes the ClipboardChange event via remote 
procedure call (RPC) to elevate from local to SYSTEM privileges.

#7 VSCode Markdown Preview Command Injection (CVE-2022-45025)

Markdown Preview Enhanced v0.6.5 and v0.19.6 for VSCode and Atom was discovered to contain a command injection 
vulnerability via the PDF file import function. A publicly available proof of concept exists on Github. 

#8 WordPress SQL Injection (CVE-2022-21661)

WordPress is a free and open-source content management system written in PHP and paired with a MariaDB database. Due 
to improper sanitization in WP_Query, there can be cases where SQL injection is possible through plugins or themes that use it 
in a certain way. This has been patched in WordPress version 5.8.3. Older affected versions are also fixed via security release, 
that go back till 3.7.37. We strongly recommend that you keep auto-updates enabled. There are no known workarounds for this 
vulnerability.

#9 Linux Kernel Memory Management Use After Free (CVE-2022-42703)

A memory leak flaw with use-after-free capability was found in the Linux kernel. The VMA mm/rmap.c functionality in the is_
mergeable_anon_vma() function continuously forks, using memory operations to trigger an incorrect reuse of leaf anon_vma. This 
issue allows a local attacker to crash the system.

#10 Windows Scripting Languages Remote Code Execution Vulnerability (CVE-2022-41128)

Researchers at the Google Threat Analysis Group disclosed details of a vulnerability within Internet Explorer’s JScript9 engine from 
a flawed JIT optimization that results in type confusion and can be exploited to execute arbitrary code when rendering an attacker-
controlled website. Google published a detailed proof of concept and analysis on the Project Zero blog.

https://www.freebsd.org/security/advisories/FreeBSD-SA-22:15.ping.asc
https://nvd.nist.gov/vuln/detail/CVE-2022-4262
https://nvd.nist.gov/vuln/detail/CVE-2022-41120
https://nvd.nist.gov/vuln/detail/CVE-2022-45025
https://nvd.nist.gov/vuln/detail/cve-2022-21661
https://nvd.nist.gov/vuln/detail/CVE-2022-42703
https://nvd.nist.gov/vuln/detail/CVE-2022-41128
https://googleprojectzero.github.io/0days-in-the-wild/0day-RCAs/2022/CVE-2022-41128.html
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CVE Telemetry
Fidelis Cybersecurity detected 307 unique exploitation attempts of critical vulnerabilities across our sensor network in December 
2022. The top spots saw the return of one of our most attempted exploitations from November in the form of an always popular 
Apache Struts vulnerability, a Microsoft Exchange vulnerability that floated to the top of the pack, and yet another old Microsoft 
Office memory corruption issue shows the need to always stay ahead of lingering security issues that have long been patched. 
As is normal, the bulk of these attempts were against older vulnerabilities, highlighting the need to keep all software systems up 
to date with the latest patches. Staying up to date is your best defense in the remediation of long-standing vulnerabilities.

The top three most attempted exploits for December were:

Apache Struts Remote Code Execution (CVE-2018-11776)

The open-source framework for Java web applications, Apache Struts 2, suffers from a possible unauthenticated remote code 
execution vulnerability. This vulnerability presents when the alwaysSelectFullNamespace option is enabled and an ACTION tag is 
specified without a namespace attribute (or when the attributed is wildcarded). Oracle notes that products incorporating Struts 2 
are not necessarily vulnerable. They provide a list of products and status on their webpage so that users can verify their systems. 
A proof of concept for the vulnerability is publicly available and it is believed there is active use of this exploit in the wild.

Microsoft Exchange Server Remote Code Execution (CVE-2021-26855)

An unauthenticated attacker could send a specially crafted HTTP request to a vulnerable Microsoft Exchange Server that 
accepts untrusted connections over port 443. Successful exploitation will lead to invalid authentication to the server and allow 
unprivileged access to user mailboxes. This can be protected against by restricting untrusted connections, or by setting up a 
VPN to separate the Exchange server from external access. Using this mitigation will only protect against the initial portion of the 
attack. Other portions of the chain can be triggered if an attacker already has access or can convince an administrator to open a 
malicious file. Microsoft recommends prioritizing updates on any public facing Exchange Servers.

Microsoft Office Memory Corruption Vulnerability (CVE-2017-11882)

Microsoft Office 2007 Service Pack 3, Microsoft Office 2010 Service Pack 2, Microsoft Office 2013 Service Pack 1, and Microsoft 
Office 2016 allow an attacker to run arbitrary code in the context of the current user by failing to properly handle objects in 
memory.

Cyber Threat Analysis Highlights
In December 2022, Fidelis Cybersecurity enabled 
clients to defend their networks and clouds from 
more than:

103K 307
high-severity malware
threats (e.g. Ransomware, 
Trojans, Backdoors, Exploit 
Kits, Loaders, Droppers)

critical vulnerability 
exploitation attempts

https://nvd.nist.gov/vuln/detail/CVE-2018-11776
https://support.oracle.com/epmos/faces/DocumentDisplay?_afrLoop=111770731069826&id=2440044.1
https://nvd.nist.gov/vuln/detail/CVE-2021-26855
https://nvd.nist.gov/vuln/detail/CVE-2017-0199
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Malware
Each month, Fidelis Cybersecurity tracks the most prevalent malware threats and maps each threat to industrial sectors. In 
December 2022, Fidelis Cybersecurity detected and defended clients against more than 103K high-severity malware threats. In 
the graph below, we see the relative weight of each industrial segment showing the prevalence of detected and mitigated threats. 
This month, we see a marked uptick in the number of threats affecting the technology and manufacturing segments coupled 
with a slight decline in the relative number of threats affecting the financial services and insurance segments, while the other 
segments remain stable.

Across all observed malware samples, we break them down to examine the prevalent file types.  For December, we see that the 
bulk of observed malware samples were Windows executable files, malicious PDF documents, and binary files. Malicious scripts, 
html pages, Microsoft Office files with embedded macros, xml files, and plain text round out the sample sets. Along with XML and 
rich text files (MS RTF), malicious Adobe Flash files still represent a small portion of our other observed malware types despite 
the service being end of life for over two years and (theoretically) blocked for almost as long. The chart below presents the 
breakdown by file types and category of observed malware.

Figure 2: Malware: Top 10 Hardest Hit Industries for December 2022
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Figure 3: Malware by Filetype, December 2022

Figure 4: Malware by Type, December 2022
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Top 5 Active Malware Families

#1. Smoke Loader

A malicious bot that has been in the wild since at least 
2011.  Includes several different payloads and plugins, but 
primarily used as a loader for other malware.

#2. RedLineStealer 

Commercially available malware designed to harvest 
browser information such as credentials, credit card 
information, and autocomplete data. Recent versions 
include capability to steal cryptocurrency, upload and 
download files, execute commands, and more.

#3. GCleaner

A fake system optimization software that covers a trojan 
running in the background to steal personal data.

#4. Mirai
A worm initially written knock out rival Minecraft servers, 
Mirai has since spread to thousands of devices and has 
evolved as a botnet to be used in large-scale attacks. In 
the wild since at least 2016, Mirai has been used in some 
of the largest DDOS attacks recorded.

#5. Amadey

A trojan in use since at least 2018, Amadey is sold 
primarily on Russian-speaking forums. It primarily 
functions as a loader for other malware.       

Examining the most active families of malware, we see that our old favorite nJRAT remains the most used making up more than 
31% of the observed indicators, although this month it is closely followed the ExplorerHijack Trojan with 25% of this month’s 
indicators. The chart below presents the most seen malware types. To mix up our usual malware samples, we also take a deeper 
look at the top 5 threats seen across open-source reporting.

Top 5 Malware Seen in Open-Source Reporting

Figure 5:  Top Malware Samples, December 2022
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Fidelis Cybersecurity, the industry innovator in Active XDR and proactive cyber defense solutions, safeguards modern IT environments 
with unparalleled detection, deception, response, cloud security, and compliance capabilities. We offer full visibility across hybrid 
environments via deep, dynamic asset discovery, multi-faceted context, and risk assessment. These features help minimize attackable 
surface areas, automate exposure prevention, threat detection, and incident response, and provide the context, accuracy, speed, and 
portability security professionals need to find and neutralize adversaries earlier in the attack lifecycle. Fidelis Cybersecurity is dedicated 
to helping clients become stronger and more secure. Fidelis is trusted by many top commercial, enterprise, and government agencies 
worldwide. For more information, please visit www.fidelissecurity.com

About Fidelis Cybersecurity
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Summary
At Fidelis Cybersecurity, TRT provides day-to-day insight into the functions of threat actors around the globe and works to ensure 
that our customers are always provided with the most up to date detections and threat feeds. This month, we examined a high 
priority vulnerability affecting endpoint security clients and validated Fidelis products were not susceptible, revisited detections for 
a popular penetration testing tool, and examined open-source and proprietary data feeds for new and emerging vulnerabilities and 
malware.

Subscribe to the Threat Geek blog for the latest updates, threat research, and industry insights from the professionals at Fidelis 
Cybersecurity. To see first-hand how the Fidelis Cybersecurity platforms help security teams worldwide protect, detect, respond, 
and neutralize even the most advanced cyber adversaries across network, endpoints, and cloud, schedule a free demo.
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