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Overview | August/September 2022
Cyber adversaries continually invent new and creative tactics and techniques in their attempts to break into operating 
environments, exfiltrate data, and cause costly problems for organizations. No industry is spared from the relentless and ever-
changing war waged by attackers. 

In this month’s Threat Intelligence Summary, you’ll learn how to identify and mitigate the most critical emerging vulnerabilities 
and malware from the past couple of months. You’ll also gain insight into how malware attacks differ by industry. And you’ll get a 
glimpse into the difference Fidelis Cybersecurity makes for our customers by keeping them ahead of emerging threats.

Emerging Vulnerabilities
Cyber adversaries constantly look for new ways to exploit the operating systems, tools, and hardware that we depend upon to 
do business. This year has brought us continued fallout from Log4Shell, multiple zero-day browser vulnerabilities, and flaws in 
widely used Apache libraries and Windows runtime objects. Between August and September, the industry experienced some 
highly seismic activity around an Atlassian Bitbucket flaw that leads to remote code execution, vulnerabilities in commonly used 
technologies from WhatsApp, VMware, and Zimbra, and a rather odd exploit that requires a specific type of hard drive and a 
music video.

Figure 1: Emerging Vulnerabilities for August/September 2022

Emerging Vulnerabilities for August/September
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Top 10 Vulnerabilities in July
#1. Janet Jackson vs. Laptop Computers (CVE-2022-38392)
File this one under “you’re not going to believe this.” Microsoft developer Raymond Chen recently made public the story behind the 
bizarre CVE-2022-28292: Certain 5400 RPM hard drives for 2005 and newer notebooks will crash if the computer plays the pop 
song ‘Rhythm Nation’ by Janet Jackson. During the analysis, it turned out that the song contained one of the natural resonance 
frequencies of the 5400-rpm hard drive. This causes the surfaces of the discs (also known as platters) in the hard drive to vibrate, 
leading to errors produced by the read/write heads. Physically proximate users can exploit this vulnerability to cause device 
malfunctions.

#2. Bitbucket Command Injection (CVE-2022-36804)
CVE-2022-36084 calls out a command injection vulnerability in multiple API endpoints of Atlassian Bitbucket Server and 
Data Center. In vulnerable systems, remote attackers with read permissions to a public or private Bitbucket repository can 
execute arbitrary code by sending a malicious HTTP request. This vulnerability was reported via our Bug Bounty Program by 
TheGrandPew. The NIST page for this CVE links to the Atlassian advisory page, which contains the patch to fix vulnerable 
systems.

#3. Zimbra Collaboration Path Traversal Issue (CVE-2022-27925)
Zimbra Collaboration has mboximport functionality that extracts files from a received ZIP archive. An authenticated user with 
administrator rights can exploit the vulnerability detailed in CVE-2022-27925 to upload arbitrary files to the system. This action 
allows directory traversal by the attacker.

#4. VMWare Authentication Bypass Vulnerability (CVE-2022-31656)
VMware Workspace ONE Access, Identity Manager, and vRealize Automation all contain the authentication bypass vulnerability 
CVE-2022-31656. This vulnerability affects local domain users. A malicious actor with network access to the UI may be able to 
exploit this vulnerability to obtain administrative access without the need to authenticate.

#5. WhatsApp Remote Code Execution (CVE-2022-36934 and CVE-2022-27492)
WhatsApp recently addressed two security vulnerabilities in its messaging app for Android and iOS.  In CVE-2022-36934, an 
integer overflow in versions of WhatsApp for Android and Business for Android or iOS could result in remote code execution in an 
established video call. CVE-2022-27492 results from an integer underflow in versions of WhatsApp for Android and iOS that can 
allow remote code execution when receiving a crafted video file.

#6. IOS Out-of-Bounds Write Issue (CVE-2022-32893)
Apple iOS and iPadOS are vulnerable to an actively exploited out-of-bounds write issue. Vulnerable devices are susceptible to 
maliciously crafted web content that may lead to arbitrary code execution. Apple addressed CVE-2022-32893 with improved 
bounds checking in recent patches; however, they are aware of a report that suggests active exploitation.

#7. iOS Code Execution with Elevated Privileges (CVE-2022-32917)
Unpatched iOS and iPad devices running macOS Monterey 12.6 are vulnerable to CVE-2022-32917, which is an actively exploited 
issue. Exploitation occurs when a malicious application executes arbitrary code with kernel privileges.

#8. BackupBuddy Data Risk (CVE-2022-31474)
A high-severity vulnerability in the BackupBuddy WordPress plugin allows unauthenticated attackers access to website backups 
that could contain sensitive information. Threat actors started exploiting the flaw in August to obtain information that could lead to 
further compromise. Users of the BackupBuddy plugin should update to the latest patch version to mitigate the risk presented by 
this vulnerability.

#9. Linux Privilege Escalation Issue (CVE-2022-32250)
The use-after-free vulnerability in the Linux kernel’s Netfilter subsystem in net/netfilter/nf_tables_api.c allows a local attacker with 
user access to cause a privilege escalation issue. Exploitation of CVE-2022-32250 allows the adversary to assume root privileges.

#10. Cobalt Strike Cross-site Scripting Vulnerability (CVE-2022-39197)
An XSS (Cross Site Scripting) vulnerability in HelpSystems Cobalt Strike through 4.7 allows a remote attacker to execute HTML 
on the Cobalt Strike teamserver. To exploit the vulnerability, one must first inspect a Cobalt Strike payload, and then modify the 
username field, or create a new payload with the extracted information and modify that username field. Cobalt Strike mitigated 
CVE-2022-39197 with an out-of-band patch release.
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CVE Telemetry
Each month presents a new set of challenges for cybersecurity defenders, as adversaries adapt existing threats and create new 
tactics and techniques. During the months of August and September 2022, Fidelis Cybersecurity enabled clients to defend their 
networks and clouds from more than 144K high-severity malware threats, including ransomware, trojans, backdoors, exploit kits, 
loaders, and droppers. Additionally, Fidelis Cybersecurity helped customers fend off over 812 exploitation attempts..

As usual we see a lot of older vulnerabilities in our telemetry. Among the many we track, three post a higher risk to customers. 
Exploits of these long-standing CVEs highlight the importance of real-time alerting and continual patching.

Microsoft Office and Word Pad Remote Code Vulnerability (CVE-2017-0199)
A remote code execution vulnerability exists in the way that Microsoft Office and WordPad parse specially crafted files. An 
attacker who successfully exploits this vulnerability can take control of an affected system. An attacker could then install 
programs; view, change, or delete data; or create new accounts with full user rights. Exploitation of this vulnerability requires 
a user to open or preview a specially crafted file with an affected version of Microsoft Office or WordPad. In an email attack 
scenario, an attacker could exploit the vulnerability by sending a specially crafted file to the user and then convincing the user to 
open the file. The update addresses the vulnerability by correcting the way that Microsoft Office and WordPad parses specially 
crafted files, and by enabling API functionality in Windows that Microsoft Office and WordPad will leverage to resolve the 
identified issue.

Apache Struts Remote Code Vulnerability (CVE-2018-11776)
This is the second Apache Struts web application framework vulnerability to allow a remote attacker to run malicious code on 
affected servers. This is more critical than the previous vulnerability, CVE-2017-9805, which was reported during the Equifax 
breach.

The Most Recent Apache Log4j Issue (CVE-2021-44228)
The most recent Apache Log4j issue exists in the JNDI features used in configuration, log messages, and parameters. These 
features do not protect against attacker-controlled LDAP and other JNDI related endpoints. An attacker who can control log 
messages or log message parameters can execute arbitrary code loaded from LDAP servers when message lookup substitution 
is enabled. 

Cyber Threat Analysis Highlights
In August and September 2022, Fidelis 
Cybersecurity enabled clients to defend their 
networks and clouds from more than:

144K 812
high-severity malware
threats (e.g. Ransomware, 
Trojans, Backdoors, Exploit 
Kits, Loaders, Droppers)

critical vulnerability 
exploitation attempts
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Malware Telemetry
This month, we are diving into how malware affects different industries. The goal of an adversary is to breach systems 
undetected, move laterally as quickly as possible, dwell long enough to gather all the information they need, and then strike. 
Because different industries operate differently—from how they configure their networks to the level and sophistication of security 
measures employed to the controls necessitated by regulatory standards—attackers use the weapons in their own arsenals 
in the most effective ways possible. The graphs below depict the top malware attacks by industry based on the Fidelis Threat 
Research Team’s intelligence findings and telemetry reports.

Figure 2: Top Malware Targeting Banking
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Figure 3: Top Malware Targeting Broadcast Media

Figure 4: Top Malware Targeting Computer and Network Security
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Figure 5: Top Malware Targeting Education

Figure 6: Top Malware Targeting Financial Services



Copyright © 2022 Fidelis Cybersecurity®, Inc. All rights reserved. www.fidelissecurity.com/research

Threat Intelligence Summary MONTHLY TRT REPORT

8

Figure 7: Top Malware Targeting Hospitals and Healthcare

Figure 8: Top Malware Targeting Information Technology and Services
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Figure 9: Top Malware Targeting Insurance

Figure 10: Top Malware Targeting Law
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Figure 11: Top Malware Targeting Manufacturing

Figure 12: Top Malware Targeting Pharma and Biotech
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Figure 13: Top Malware Targeting Professional Services

Figure 14: Top Malware Targeting Retail



Copyright © 2022 Fidelis Cybersecurity®, Inc. All rights reserved. www.fidelissecurity.com/research

Threat Intelligence Summary MONTHLY TRT REPORT

12

Figure 15: Top Malware Targeting Technology

Figure 16: Top Malware Targeting Telecommunications
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Figure 18: Top Malware Targeting Other

Figure 17: Top Malware Targeting Transportation
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#1. MedusaLocker Ransomware
The MedusaLocker ransomware threat actors most often 
gain access to victim devices through vulnerable Remote 
Desktop Protocol (RDP) configurations [T1133]. Threat 
actors also frequently use email phishing and spam email 
campaigns—directly attaching the ransomware to the 
email—as initial intrusion vectors [T1566].

MedusaLocker uses a batch file to execute PowerShell 
script invoke-ReflectivePEInjection [T1059.001]. This 
script propagates MedusaLocker throughout the network 
by editing the EnableLinkedConnections value within 
the infected machine’s registry.  The infected machine 
can then detect attached hosts and networks via Internet 
Control Message Protocol (ICMP) and detect shared 
storage via Server Message Block (SMB) Protocol.

#2. FormBook Infostealer
FormBook is an Infostealer targeting Windows OS that 
was first detected in 2016. It is marketed as a Malware-as-
a-Service (MaaS) in underground hacking forums for its 
strong evasion techniques. FormBook harvests credentials 
from various web browsers, collects screenshots, monitors 
and logs keystrokes, and can download and execute files 
according to orders from its command-and-control.

#3. Zeppelin Ransomware
Zeppelin ransomware is a derivative of the Delphi-based 
Vega malware family and functions as a Ransomware-
as-a-Service (RaaS). From 2019 through at least June 
2022, threat actors have used this malware to target 
a wide range of businesses and critical infrastructure 
organizations, including defense contractors, educational 
institutions, manufacturers, technology companies, and 
especially organizations in the healthcare and medical 
industries. Zeppelin threat actors have been known to 
request ransom payments in Bitcoin, with initial amounts 
ranging from several thousand dollars to over a million 
dollars.

Zeppelin threat actors gain access to victim networks via 
RDP exploitation [T1133], exploiting SonicWall firewall 
vulnerabilities [T1190], and phishing campaigns [T1566]. 
Prior to deploying Zeppelin ransomware, threat actors 
spend one to two weeks mapping or enumerating the 
victim’s network to identify data enclaves, including cloud 
storage and network backups [TA0007]. Zeppelin threat 
actors can deploy Zeppelin ransomware as a .dll or .exe 
file or contained within a PowerShell loader.

#4. AgentTesla Spyware
The primary delivery mechanism for AgentTesla is phishing 
emails, and it has capabilities that include keylogging, 
screen capture, form-grabbing, and credential stealing. It 
will also exfiltrate credentials from multiple browsers. The 
malware itself goes through multiple layers of unpacking 
before deploying its final payload.

#5. Vice Society Hacking Group
Though not a malware, Vice Society presents a significant 
threat to organizations. Vice Society is an intrusion, 
exfiltration, and extortion hacking group that first appeared 
in the summer of 2021. Vice Society threat actors do not 
use a ransomware variant of unique origin. Instead, the 
threat actors have deployed versions of Hello Kitty/Five 
Hands and Zeppelin ransomware. However, they may 
deploy other variants in the future. 

Vice Society threat actors likely obtain initial network 
access through compromised credentials by exploiting 
internet-facing applications [T1190]. Prior to deploying 
ransomware, the threat actors spend time exploring the 
network, identifying opportunities to increase accesses, 
and exfiltrating data [TA0010] for double extortion--a tactic 
whereby threat actors threaten to publicly release sensitive 
data unless a victim pays a ransom. 

Vice Society threat actors have been observed using a 
variety of tools, including SystemBC, PowerShell Empire, 
and Cobalt Strike to move laterally. They have also used 
“living off the land” techniques targeting the legitimate 
Windows Management Instrumentation (WMI) service 
[T1047] and tainting shared content [T1080].

Top 5 Trending Malware

One commonality among all industries is the constant proliferation of malware attempts. No industry is safe from cyber 
adversaries’ attempts at infiltration, data theft, and destruction. With new threats emerging daily, it’s not a matter of if, but when, 
any given organization’s defenses get breached. That’s why just having a virus checker isn’t enough. Organizations in every 
industry need intelligent deception solutions to keep adversaries busy after the breach, and automated detection, response, 
and threat hunting tools to find and neutralize threats faster.
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Fidelis Cybersecurity, the industry innovator in Active XDR and proactive cyber defense solutions, safeguards modern IT environments 
with unparalleled detection, deception, response, cloud security, and compliance capabilities. We offer full visibility across hybrid 
environments via deep, dynamic asset discovery, multi-faceted context, and risk assessment. These features help minimize attackable 
surface areas, automate exposure prevention, threat detection, and incident response, and provide the context, accuracy, speed, and 
portability security professionals need to find and neutralize adversaries earlier in the attack lifecycle. Fidelis Cybersecurity is dedicated 
to helping clients become stronger and more secure. Fidelis is trusted by many top commercial, enterprise, and government agencies 
worldwide. For more information, please visit www.fidelissecurity.com
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Stay Ahead of Cyber Threats
At Fidelis Cybersecurity, our Threat Research team (TRT) continuously monitors the current threat landscape to provide coverage 
and vigilance on the most menacing vulnerabilities, threats, and exploits. With a combination of curated intelligence feeds and 
proprietary data analytics, the Fidelis Cybersecurity platforms cut through the noise and provide real-time alerts for highly seismic 
vulnerability exposures, exploits, misconfigurations, and more—making alert fatigue a thing of the past.

Subscribe to the Threat Geek blog for the latest updates, threat research, and industry insights from the professionals at Fidelis 
Cybersecurity. To see first-hand how the Fidelis Cybersecurity platforms help security teams worldwide protect, detect, respond, 
and neutralize even the most advanced cyber adversaries across network, endpoints, and cloud, schedule a free demo.


