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Overview | July 2022
Every day, cyber adversaries come up with new ways to exploit vulnerabilities, infect networks and systems, and attack 
organizations. This month, an exploit of a serious vulnerability in the Chrome browser targeted journalists in the Middle East with 
spyware. The widespread nature of this vulnerability led to patches in Chrome, Microsoft Edge, and Apple Safari, which affected 
billions of users worldwide. 

In this installment of the Threat Intelligence Summary, you’ll gain insights into the top CVEs and exploits for July 2022, along with 
critical trending malware that affected organizations worldwide. You’ll also gain actionable insights that can help you defeat cyber 
adversaries before they can do damage to your enterprise.

Emerging Vulnerabilities
The landscape of emerging vulnerabilities constantly changes. The beginning of this year had nearly every industry reacting 
and responding to emerging Log4Shell vulnerabilities and related exploits. And while significant progress has been made in 
mitigating these vulnerabilities, a recent CISA alert indicates that Log4Shell is still being actively exploited in VMware Horizon 
and Unified Access Gateway (UAG) servers, so clearly, we have more work to do here. Meanwhile, cyber adversaries were 
already planning and executing their next attacks. In July, emerging threats pivoted to include exploits of newly discovered 
vulnerabilities in common browsers, widely used Apache libraries, and Windows runtime libraries and files.

Figure 1: Emerging Vulnerabilities for July 2022
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https://www.cisa.gov/uscert/ncas/alerts/aa22-174a
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Top 10 Vulnerabilities in July
#1. Zero-day Exploit of Chrome Also Poses a Threat to Edge and Safari: CVE-2022-2294
CVE-2022-2294 marked the fourth zero-day hack against the Google Chrome browser in 2022. This high severity vulnerability 
has been exploited by malicious actors, targeting organizations with sophisticated spyware. If successful, this heap overflow 
exploitation can range from program crashes to unfettered code execution. It can also bypass security solutions if code 
execution is gained during the attack. Attackers can also use this exploit to breach a user’s privacy with the allowance of real-
time video and audio communication from the browser. This can happen without the need to install plugins or download native 
apps.

Google supplied a patch, which users should install as soon as possible. While this exploit has primarily targeted Chrome users, 
Microsoft and Apple patched the same flaw in their Edge and Safari browsers, respectively. Users of those browsers are also 
urged to update their systems. 

#2. Common Apache Library Allows Remote Control and Execution: CVE-2022-33980
The Apache Commons configuration software library provides a generic configuration interface. This interface enables a Java 
application to read configuration data from a variety of sources. CVE-2022-33980 is a high-severity vulnerability in the Apache 
Commons library that allows a remote attacker to take control and execute code (RCE) on the affected system.  

The set of default Lookup instances included interpolators that could result in arbitrary code execution or contact with remote 
servers. These lookups are:

 — ‘script’ – execute expressions using the JVM script execution engine (javax.script)
 — ‘dns’ – resolve dns records
 — ‘url’ – load values from urls, including from remote servers

#3. Remote Code Execution Possible with MSDT Vulnerability: CVE-2022-30190
The remote code execution vulnerability, CVE-2022-30190, discovered in the Microsoft Support Diagnostic Tool (MSDT) was 
exploited in the wild by the ‘Mesdetty’ malware. The vulnerability can be exploited when an application such as Word calls 
MSDT using a URL protocol. An attacker who successfully exploits this vulnerability can run arbitrary code with the privileges of 
the calling application. The attacker can then take actions allowed by the user’s rights, including installing programs, viewing, 
changing, or deleting data, or creating new accounts. 

#4. Vulnerability Leads to Elevation of Privileges; Confirmed by Microsoft: CVE-2022-22047
Another exploited, in-the-wild issue was in the Windows client-server runtime subsystem (CSRSS). Microsoft confirmed that 
exploit of CVE-2022-22047 can lead to elevation of privileges. This type of vulnerability is typically paired with a code execution 
bug, such as a specially crafted Office or Adobe document, to take over a system. Cybersecurity and Infrastructure Security 
Agency (CISA) added CVE-2022-22047 to its ‘Known Exploited’ catalog, implying that all federal agencies in the United States 
now have until August 2nd, 2022, to patch this issue.

#5 CVE-2022-33891 Apache Spark UI vulnerability allows impersonation by providing an arbitrary username.
#6 CVE-2022-26706 A vulnerability in macOS that can allow specially crafted code to escape the App Sandbox 

and run unrestricted on the affected system.
#7 CVE-2022-34265 Django Trunc() and Extract() database functions are subject to SQL injection if untrusted 

data is used as a kind/lookup_name value.
#8 CVE-2022-26135 A vulnerability in the Mobile Plugin for Jira Data Center and Server allows a remote, 

authenticated user to perform a full read server-side request forgery via a batch endpoint.
#9 CVE-2022-2274 The OpenSSL 3.0.4 release introduced a serious bug in the RSA implementation for 

X86_64 CPUs supporting the AVX512IFMA instructions. As a result of memory corruption, 
an attacker may be able to trigger a remote code execution on the machine performing the 
computation.

#10 CVE-2022-20006 In several functions of KeyguardServiceWrapper.java and related files, there is a possible 
way to briefly view what’s under the lockscreen due to a race condition. This could lead to 
local escalation of privilege if a Guest user is enabled.

https://arstechnica.com/information-technology/2022/07/exploit-seller-used-chrome-exploit-and-2-other-0-days-to-infect-journalists/
https://chromereleases.googleblog.com/2022/07/stable-channel-update-for-desktop.html
https://nvd.nist.gov/vuln/detail/CVE-2022-33980
https://nvd.nist.gov/vuln/detail/CVE-2022-30190
https://nvd.nist.gov/vuln/detail/CVE-2022-22047
https://nvd.nist.gov/vuln/detail/CVE-2022-33891
https://nvd.nist.gov/vuln/detail/CVE-2022-26706
https://nvd.nist.gov/vuln/detail/CVE-2022-34265
https://nvd.nist.gov/vuln/detail/CVE-2022-26135
https://nvd.nist.gov/vuln/detail/CVE-2022-2274
https://nvd.nist.gov/vuln/detail/CVE-2022-20006
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Telemetry and Metrics | July 2022
Each month presents a new set of challenges for cybersecurity defenders, as adversaries adapt existing threats and create 
new tactics and techniques. In July 2022, Fidelis Cybersecurity enabled clients to defend their networks and clouds from more 
than 276,155 high-severity malware threats, including ransomware, trojans, backdoors, exploit kits, loaders, and droppers. 
Additionally, Fidelis Cybersecurity helped customers fend off over 438 exploitation attempts across 20 distinct high-profile 
vulnerabilities.

As usual, we see a lot of older vulnerabilities in our telemetry. This month, the predominant vulnerability tracked through our 
telemetry was a Remote Code Execution (RCE) vulnerability pertaining to Apache Struts (CVE-2018-11776). This vulnerability 
exists in the Apache Struts versions 2.3 to 2.3.34 and 2.5 to 2.5.16. Other notable CVEs identified in Fidelis telemetry included 
CVE-2017-0199, which allows for arbitrary code execution on older, unpatched Windows Office and Server versions, and CVE-
2021-44228, which is a continued Log4j2 issue. Exploits of these long-standing CVEs highlight the importance of real-time 
alerting and continual patching.

The following graph and table provide a breakdown of the telemetry data for July 2022, showing the rates of observation of 
exploitation attempts tracked over the month. 

Figure 2: Observed exploitation attempts for July 2022
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https://nvd.nist.gov/vuln/detail/CVE-2018-11776
https://nvd.nist.gov/vuln/detail/CVE-2017-0199
https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://nvd.nist.gov/vuln/detail/CVE-2021-44228
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Fidelis Cybersecurity, the industry innovator in Active XDR and proactive cyber defense solutions, safeguards modern IT environments 
with unparalleled detection, deception, response, cloud security, and compliance capabilities. We offer full visibility across hybrid 
environments via deep, dynamic asset discovery, multi-faceted context, and risk assessment. These features help minimize attackable 
surface areas, automate exposure prevention, threat detection, and incident response, and provide the context, accuracy, speed, and 
portability security professionals need to find and neutralize adversaries earlier in the attack lifecycle. Fidelis Cybersecurity is dedicated 
to helping clients become stronger and more secure. Fidelis is trusted by many top commercial, enterprise, and government agencies 
worldwide. For more information, please visit www.fidelissecurity.com

About Fidelis Cybersecurity
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Vobfus
Vobfus is a worm that can be downloaded by other 
malware or spread via removable drives, such as USB or 
flash. Vobfus worms can also download other malware 
itself, including:

• Win32/Beebone
• Win32/Fareit
• Win32/Zbot

Malware in this family searches for computers on a 
network and creates copies of itself in folders with open 
access. For the program to be activated, the user must 
first run it on the computer. The code of this malware is 
written in the Visual Basic programming language and 
uses obfuscation, which is a distinguishing feature of this 
family. Code obfuscation complicates attempts by anti-
virus software to analyze suspected malware.

XorDdos
XorDdos was named after its denial-of-service related 
activities on Linux endpoints and servers as well as its 
usage of XOR-based encryption for its communications. 
XorDdos depicts the trend of malware increasingly 

targeting Linux-based operating systems, which are 
commonly deployed on cloud infrastructures and Internet 
of Things (IoT) devices. XorDdos is known for using 
Secure Shell (SSH) brute force attacks to gain remote 
control on target devices..

Gafgyt
The Gafgyt Distributed Denial of Service (DDoS) 
malware has been active in the wild since at least 2014. 
Also identified as BASHLITE, Gafgyt targets insecure 
embedded *nix systems powering Internet of Things (IoT) 
devices (mainly SOHO routers). Gafgyt operators are 
likely to exploit CVE-2017-17215 or CVE-2018-1056 for 
initial access.

Prometei
Prometei is a modular and multi-stage cryptocurrency 
botnet that was first discovered in July 2020. It has both 
Windows and Linux versions. The malware exploits two of 
the Microsoft Exchange vulnerabilities, collectively known 
as ProxyLogon, in order to drop a Monero cryptominer on 
its targets.

Trending Malware

Stay Ahead of Cyber Threats
At Fidelis Cybersecurity, our Threat Research team (TRT) continuously monitors the current threat landscape to provide coverage 
and vigilance on the most menacing vulnerabilities, threats, and exploits. With a combination of curated intelligence feeds and 
proprietary data analytics, the Fidelis Cybersecurity platforms cut through the noise and provide real-time alerts for highly seismic 
vulnerability exposures, exploits, misconfigurations, and more—making alert fatigue a thing of the past.

Subscribe to the Threat Geek blog for the latest updates, threat research, and industry insights from the professionals at Fidelis 
Cybersecurity. To see first-hand how the Fidelis Cybersecurity platforms help security teams worldwide protect, detect, respond, 
and neutralize even the most advanced cyber adversaries across network, endpoints, and cloud, schedule a free demo.

https://www.microsoft.com/en-us/wdsi/threats/malware-encyclopedia-description?name=win32%2Fvobfus
https://www.microsoft.com/security/blog/2022/05/19/rise-in-xorddos-a-deeper-look-at-the-stealthy-ddos-malware-targeting-linux-devices/
https://www.theregister.com/2022/04/13/enemy-botnet-uses-gafgyt-mirai/
https://nvd.nist.gov/vuln/detail/CVE-2017-17215
https://nvd.nist.gov/vuln/detail/CVE-2018-1056
https://decoded.avast.io/threatresearch/decrypted-prometheus-ransomware/
https://fidelissecurity.com/threatgeek/
https://fidelissecurity.com/schedule-demo/

