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Key Findings and Metrics | December 2021
Log4j (aka Log4j2)
Fidelis Cybersecurity enabled clients to detect and respond to more than 184K+ Log4j (aka Log4j2)  events (including 
active exploitation attempts and vulnerability scanning) in December 2021. Log4Shell events were largely consolidated 
(60%) to the Healthcare/Pharmaceutical sector – see Figure 1 below. 

• Apache and Java are ubiquitous platforms, thus scope of impact for this specific vulnerability is immeasurable and although
anecdotally speculated to be quite significant - perhaps yet to be fully realized.

• Google researchers assert that it will likely be years before Log4j flaws are eliminated from all Java packages, citing a
concept known as ‘transitive dependency’. It’s estimated that of the 35,000 Java packages accounted for in the Maven
repository, roughly half (~17,000) were likely vulnerable to exploitation when the vulnerability was disclosed.

Malware
Fidelis enabled clients to 
defend their networks from 
17M+ instances of malicious 
and potentially malicious 
software traversing the 
Internet in December 2021.

Adware/PUPs
An overwhelming amount of Adware/Potentially Unwanted 
Programs (PUPs) plague the digital ecosystem accounting for 
approximately 89% of the overall activity we observed across 
telemetry in December 2021. 

Such platforms, while not inherently malicious themselves, 
are often exploited to harbor threats of greater severity into 
the enterprise network. 

Combating Adware/PUPs often makes it difficult for many 
organizations to zero in on the critical threats that exist in the 
10% - 1% of overall threats they will encounter.

Figure 1. Distribution of Log4Shell events throughout December 2021 - Source: Fidelis Telemetry
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High Severity
Fidelis Cybersecurity helped clients defend their networks from 1.7M+ malware alerts threats of high severity (e.g., Ransomware, 
Trojans, Backdoors, Exploit Kits, Loaders, Droppers) encountered in December 2021.

The following malware variants represent over half of attributed high severity malware activity Fidelis Cybersecurity detected 
through telemetry for December 2021:

[1] SDBot
• Exhibits worm-like behavior (e.g., self-replication/

propagation), active since at least 2004.

• Originally designed around IRC (Internet Relay Chat),
similar in function to Rbot.

• Now primarily functions as loader for other malware,
contributing to the pay-per-install cybercrime ecosystem.

[2] NetSky
• Exhibits worm-like behavior (e.g., self-replication/

propagation), active since at least 2004.

• Allegedly developed by Sven Jaschan, who is also
credited with the infamous Sasser worm.

• P-Variant (commonly delivered via email/phishing lures)
and highly active since 2006, accounted for all the
NetSky instances observed by Fidelis Cybersecurity.

[3] Andromeda
• A modular Trojan; active since at least 2011.

• Also identified as Gamarue or Wauchos.

• Primarily used as a loader for other malware,
including ransomware.

• There is likely a ‘cracked’ builder in circulation for v2.06.

[4] Rbot
• Also known as Ruby IRC Bot; open source and

active since at least 2004 (17 years).

• Extensible and modular, this IRC bot also has
included plugins for legitimate activities (e.g., RSS,
Twitter, IMDB, translations, weather, notifications,
and games).

• Commonly abused as a base for malicious IRC
bot design; IRC bots were some of the first remote
access trojans – emerging in the late 90’s and
early 2000’s.

• At its height in 2007, the Rbot network was
measured at approx. 40,000 active nodes per
24-hour period - historically abused for DDoS and
Spam/Phishing campaigns.

[5] Nymaim
• Loader malware, active since at least 2013.

• Distributed initially through Black Hole Exploit Kit,
Nymaim delivered notorious malware such as
Vawtrak, Miuref, Pony/Fareit and Ursnif/Gozi.

• Likely shares code-lineage (predecessor) to
GozNym – a hybrid banking trojan combining
functions influenced from Nymaim and Gozi/ISFB.

Vulnerabilities
Our tailored and 
community integrated 
detections helped 
clients to orient and 
respond to over 69K+ 
critical vulnerability 
exploitation events 
in December 2021 – 
see Figure 2. 

Figure 2. Critical Vulnerability Exploitation Activity for December 2021 - Source: Fidelis Telemetry

https://github.com/ruby-rbot/rbot
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CVE-2021-26858
(Microsoft Exchange – Remote Code Execution) accounted for approximately 50% (35,147) of the observed vulnerability 
exploitation attempts for December 2021. This vulnerability is most likely to be leveraged by threat actors in the 
‘ProxyLogon’ exploitation chain against vulnerable Microsoft Exchange servers.

CVE-2007-0515
(Microsoft Word – Remote Code Execution) accounted for approximately 15% (10,297) of the observed vulnerability 
exploitation attempts for December 2021. This vulnerability allows user-assisted (e.g., opening the file) arbitrary code 
execution against Microsoft Word 2000 and is most likely to be leveraged by threat actors delivering phishing lures.

CVE-2010-0840
(Oracle Java SE and Java for Business – Remote Code Execution) accounted for approximately 13% (8,984) of the 
observed vulnerability exploitation attempts for December 2021. This vulnerability allows remote attackers to execute 
arbitrary code against the Java Runtime Environment (JRE) and is mostly likely to be leveraged by threat actors looking 
to gain a foothold into environments where vulnerable Java instances are public-facing or inadvertently exposed  
(e.g., Webservers).

CVE-2009-1539
(Microsoft DirectX – Remote Code Execution) accounted for approximately 12% (8,806) of the observed vulnerability 
exploitation attempts for December 2021. This vulnerability allows user-assisted (e.g., opening the file) arbitrary code 
execution against Microsoft DirectX v7.0 - 9.0c and is most likely to be leveraged by threat actors delivering phishing lures.

CVE-2017-11882
(Microsoft Office – Remote Code Execution) accounted for approximately 5% (3,892) of the observed vulnerability 
exploitation attempts for December 2021. Infamously known as the ‘Equation Editor’ vulnerability, allows user-assisted 
(e.g., opening the file) arbitrary code execution against Microsoft Office v2007SP3, v2010SP2, v2013SP1, and v2016. 
This specific vulnerability highlighted the inherent risk in the porting of legacy code libraries as the equation editor module 
in these Microsoft Office versions allowed actors to side-step modern anti-exploitation mitigations (e.g., ASLR – Address 
Space Layout Randomization) and achieve remote code execution through buffer-overflow. Most likely to be leveraged by 
threat actors delivering phishing lures.

Active Exploitation
The figure above represents our direct observation of vulnerabilities likely under active exploitation in the wild by threat actors in 
December 2021. While recent vulnerabilities for Microsoft Exchange (CVE-2021-26858) and Apache Log4j2 (CVE-2021-44228) 
are included among the observed exploitation attempts - we also observed significant exploitation activity for much older 
vulnerabilities (e.g., CVE-2007-0515) indicating that threat actors will most certainly continue to take advantage of older 
vulnerabilities when the opportunity presents an optimal return on their investment of time and resources.  

The following vulnerabilities represent 95% of the observed vulnerability exploitation attempts for December 2021:

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-26858
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0515
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2010-0840
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2009-1539
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2017-11882
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-26858
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-0515
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Fidelis Cybersecurity is a leading provider of threat detection, hunting and response solutions. Fidelis combats the full spectrum of 
cyber-crime, data theft and espionage by providing full visibility across hybrid cloud / on-prem environments, automating threat and  
data theft detection, empowering threat hunting and optimizing incident response with context, speed and accuracy.

By integrating bi-directional network traffic analysis across your cloud and internal networks with email, web, endpoint detection and 
response, and automated deception technology, the Fidelis Elevate™ platform captures rich metadata and content that enables real-
time and retrospective analysis, giving security teams the platform to effectively hunt for threats in their environment. Fidelis solutions 
are delivered as standalone products, an integrated platform, or as a 24×7 Managed Detection and Response service that augments 
existing security operations and incident response capabilities. Fidelis is trusted by Global 1000s and Governments as their last line of 
defense. Get in the hunt. www.fidelissecurity.com

About Fidelis Cybersecurity
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[1] CVE-2021-44228
• Remote Code Execution (RCE) – 10.0 Critical

• Impacts Log4j2 v2.0beta9 - 2.12.1 and 2.13.0 - 2.15.0

• Proof-of-Concept (PoC) code available

• Exploitation in the wild by actors of various sophistication and motivation (e.g., Conti Ransomware, Mirai, Dridex)

[2] CVE-2021-45046
• Information Disclosure and/or RCE – 9.0 Critical

• Results from incomplete fix to CVE-2021-44228 (Log4j2 v2.15.0), allowing malicious actor with control of the Thread
Context Map (MDC) to craft malicious input.

• Fixed in Log4j 2.16.0 (Java 8) and 2.12.2 (Java 7)

[3] CVE-2021-42278
• Privilege Escalation – 8.8 High

• Paired with CVE-2021-42287 as part of ‘noPAC’ exploitation chain.

• Allows spoofing of Security Account Manager (SAM) attribute sAMAccountName.

• PoC exploit code is available.

[4] CVE-2021-42287
• Privilege Escalation – 8.8 High

• Paired with CVE-2021-42278 as part of ‘noPAC’ exploitation chain.

• Allows bypass of Kerberos Privilege Attribute Certificate (PAC).

• PoC exploit code is available.

[5] CVE-2021-45105
• Denial of Service (DoS) – 5.9 Medium
• Impacts Apache Log4j2 version 2.0-apha1 – 2.16.0 (excludes 2.12.3 and 2.3.1)
• DoS conditions are likely presented when malicious actor performs a self-referential lookup abusing Thread Context

Map, resulting in an infinite-loop condition that exhausts system resources.
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Emerging
The following (weighted) emerging vulnerability threats this period, derived from our proprietary vulnerability tracking and scoring 
system – enhanced with context. 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228
https://packetstormsecurity.com/files/165270/Apache-Log4j2-2.14.1-Remote-Code-Execution.html
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45046
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-42278
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-42287
https://github.com/cube0x0/noPac
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-42287
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-42278
https://github.com/cube0x0/noPac
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-45105



