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Introduction
DevOps emerged as a new way for application development teams and organizations to work together to manage and 
maximize the benefits of complex cloud environments. How does this impact information security? 

Quite a lot, as it turns out. 

A single cloud account can contain an entire data center’s worth of infrastructure, applications, data, user access controls, 
and more. Those systems, if not properly secured, introduce new and unfamiliar attackable surfaces that leave your company 
at risk. As DevOps teams accelerate software delivery into the cloud, InfoSec struggles to keep application stacks secured. 
Misconfigurations account for most security vulnerabilities in the cloud, and far too many of those misconfigurations go 
unnoticed until it’s too late. For many organizations, the disparate delivery speeds between DevOps and InfoSec indicate a 
culture gap that is leading to costly security blind spots in the cloud. 

In this paper, we’ll explore how and why InfoSec lags DevOps transformation, including how existing security tools and 
processes hold back progress. We’ll look at the aspirational strategy of DevSecOps—Development, Security, and  
Operations—and we’ll discuss practical actions you can take right now to harmonize DevOps and InfoSec so you can  
leverage automation to accelerate information security to the speed of cloud delivery.

Five signs that your InfoSec team 
isn’t keeping up

1. Reliance on ad-hoc communications: 
According to Cybersecurity Insiders, 58% of 
organizations rely on periodic vulnerability and 
compliance reports, with 42% depending on 
scheduled meetings to discuss security issues 
and remediation ownership1. DevOps expects 
and relies upon automated communications. 
Their tools and workflows advise team members 
and stakeholders of tasks, progress, schedules, 
defects, roles, and responsibilities at each step 
of the development and deployment process. 
With code being released daily, or even multiple 
times per day, manual communications of security 
policies, requirements, and compliance are too 
slow to keep up.

1  Cybersecurity Insiders, “2021 AWS Cloud Security Report,” 2021, 
  https://fidelissecurity.com/resource/report/aws-cloud-security-report/

The Evolving InfoSec Structure
Cloud technologies have forced a change in how organizations approach information security. With the introduction of dynamic 
cloud environments that are created, accessed, and changed through nothing more than administrators’ credentials, InfoSec 
has had to re-think their tools, strategies, policies, communications, asset ownership—basically everything. Meanwhile, with 
the dynamic nature of cloud and rapid adoption by DevOps teams, InfoSec feels the pressure to keep up and get ahead of a 
dynamically changing threat landscape. 
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2. Slow or infrequent communication of critical security 
issues: Information security is a constantly evolving field, 
with new threats, vulnerabilities, and issues arising regularly. 
While it is the job of information security to understand these 
issues, it is the responsibility of asset owners to implement 
changes for remediation. The same Cybersecurity Insiders 
study found that only 19% of organizations provide 
integrated security to notify DevOps of issues in real-time. 
Since DevOps teams own cloud assets, they’re the best1 line 
of defense when a critical issue arises. Without integrated 
alerts, security issues may go unnoticed by asset owners for 
weeks, months, or even years. 

3. Relationship friction between InfoSec and DevOps 
teams: InfoSec teams that lag DevOps often become a 
source of friction. Security is a critical component of software 
delivery, yet without a holistic culture shift that includes 
InfoSec and incorporates security into software requirements 
and design, policy enforcement and vulnerability mitigation 
present as external activities that threaten DevOps  
delivery schedules.

4. InfoSec can’t keep up with cloud velocity,  
resulting in blind spots: Cloud bursting and dynamic 
scaling handle surges in demand, but they pose a 
unique challenge to security teams that are used to 
dealing with static, on-premises environments. With the 
addition of containerization, assets can come and go 
in minutes, if not seconds. Legacy security tools and 
perimeter-based strategies can’t handle the complexity 
and flexibility of cloud environments. Without cloud 
security automation in place, cloud environments 
become the source of security blind spots, leaving your 
company vulnerable to attack.

5. DevOps teams do their own thing without InfoSec 
collaboration: DevOps teams work with new levels 
of autonomy and authority. In many ways, the DevOps 
culture leads to positive growth for a company. The key 
idea to note is that DevOps is a cultural change first, 
and a process change second. InfoSec can capitalize 
on that opportunity through automation and integration 
with DevOps workflows to make DevOps a force 
multiplier for security.

The Push for DevSecOps
Information security must accelerate security inclusion to ephemeral cloud environments with DevOps without losing site of 
ongoing operational requirements. This evolution must support DevOps delivery at cloud-speed. Yet, InfoSec teams can’t 
stop their existing work to evolve into a new paradigm. And while DevOps deliverables benefit greatly from security inclusion, 
a wholesale move towards DevSecOps is aspirational for most organizations. Thus, the evolution to DevSecOps requires a 
practical approach that harmonizes DevOps and InfoSec without deprioritizing ongoing security efforts.

Moving towards DevSecOps
In legacy environments, information security was often a centralized authority that acted as an advisor for development and 
infrastructure teams. Through well-defined processes and controlled and regimented cadences, they conducted security reviews 
of all application stacks, both in development and in production. They provided one-to-one collaboration with teams, directing a 
set of requirements and responsibilities. The process was one of deliberate action taken by three organizations--development, 
operations, and security--that worked well in a static and slow-moving environment.

Legacy Structure
• One-to-one team 

collaboration

• Centralized authority

• Well-defined  
processes

• Controlled,  
regimented cadence

Evolving Structure
• One-to-many team 

collaboration

• Distributed,  
autonomous, very fast

• Speed and risk invited,  
not avoided

• Defined processes no  
longer apply
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The DevOps model creates a significant culture shift, where several autonomous teams operate independently to produce 
complete application stacks. Often, their deliverables are released into a containerized environment, where each application 
stack operates entirely on its own, relying only on API calls for coordination with other application components. In the DevOps 
environment, speed and risk are invited, and legacy processes don’t always apply. 

The evolving structure demands that information security teams enforce a uniform set of security policies and compliance 
standards across distributed, autonomous, ultra-fast architectures. In other words, they are challenged to do more with less.  
By reaching a state of one-to-many team collaboration through security automation, InfoSec can transform to harmonize  
with DevOps.

A harmonized DevSecOps culture means that DevOps becomes a force multiplier for security. Every code release further 
enforces established security policies and procedures without causing bottlenecks or friction. The evolving information security 
structure relies on automation and made-for-the-cloud security platforms so that they can become a distributed, fast, and  
hyper-collaborative part of a unified team working toward shared goals.

Principles for Harmonizing Security and DevOps
The process and culture changes required to make DevSecOps a reality may seem daunting; however, they are achievable 
by following some basic principles. These principles can be adopted in any order. Some only require a shift in thinking and 
common understanding between teams. Others require deeper analysis, ongoing implementation, and continuous improvement. 
Whatever order you choose to implement them, each step will bring your organization closer to a DevSecOps reality.

Adopt a common mantra: “Automate to collaborate” 
This powerful ideal is the heartbeat of DevSecOps. Automation 
accelerates collaboration, enforces task and asset ownership, 
and makes security integration a natural part of the DevOps 
build, release, and operational processes. This concept is 
foundational across all DevSecOps practices. 

Through automated policy enforcement, you simplify 
communications, eliminate finger-pointing, and create closed 
feedback loops for rapid remediation. InfoSec becomes an 
information broker, while DevOps takes ownership of secure 
coding, asset configuration, and delivery practices. At all times, 
InfoSec should be looking for automation opportunities. Some 
examples of commonly automated security  
practices include:

• Asset discovery and inventory

• Configuration security management

• File integrity monitoring

•  Ongoing vulnerability assessment

•  Real-time threat, drift, and compromise detection

•  Network security and microsegmentation enforcement

•  Continuous compliance

Agree on baseline security requirements  
for cloud-hosted application stacks 
Cloud deployments operate differently from traditional 
application stacks. It was common practice, in legacy 
environments, to define and adhere to security  
requirements. Cloud security should be no different. 
By calling attention to, and clearly defining, security 
requirements, you create a common dialogue and baseline 
that clarifies roles and responsibilities and reduces the 
chance of miscommunication.

Shift security left into the software  
delivery lifecycle
The earlier you can catch a potential security issue, such as 
a policy violation or misconfiguration, the less costly it is to 
fix. Once an issue reaches a production system, the clock 
starts ticking on a potential exploit or intrusion. Remediation 
may create costly outages of production systems, and those 
costs compound if the issue is discovered by a malicious 
adversary. Automating security testing throughout the CICD 
pipeline helps catch issues early, create defect reports using 
the same tools and processes DevOps developers and 
operations engineers are accustomed to using, and make 
remediation a natural part of the DevOps process.
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Make security part of continuous deployment
InfoSec knows which policies should be enforced as 
applications move into production cloud environments. By 
standardizing on tools and integrating into the deployment 
pipeline, security becomes an integral part of change 
management. Through automation, InfoSec can also 
accelerate the file integrity monitoring (FIM) process 
and remove friction and bottlenecks to ensure that code 
moves throughout the CICD pipeline without tampering or 
unauthorized changes.

Integrate security data with existing  
DevOps workflows
One of the core tenants of DevOps is the autonomous 
nature of the teams themselves. They have deliverables, 
objectives, and budgets, and they are empowered to decide 
how their goals are reached. Quite often, two DevOps teams 
working side-by-side will be using different tools, deploying 
to different cloud operating environments, and even writing 
code in different languages. What these teams have, works, 
and they’re not going to make widespread changes to 
accommodate security. By using automation best practices 
and the right security platforms and tools, you can integrate 
seamlessly into your DevOps teams’ workflows in a way 
that adds the necessary security controls without drastically 
changing how the team works.

Build REST API integration skills on your  
security team
DevOps has a set of deliverables, and chances are, their 
roadmap doesn’t have much room to add implementation 
tasks for security automation. Yet, automation is a core 
competency for DevSecOps. By training or hiring InfoSec team 
members to implement turn-key solutions for DevOps teams, 
you can accelerate not only adoption of security automation, 
but also general acceptance of the necessity of security 
integration into the development, deployment, and asset 
configuration processes.

Protect the pipeline
An often-overlooked attack surface is the CICD pipeline itself. 
Tools like Puppet, Chef, Jira, and others are used and trusted 
across the entire organization. What happens if those tools 
become compromised? As part of a DevSecOps initiative, your 
InfoSec team should inventory and analyze the CICD pipeline 
tools and provide automated security monitoring to ensure that 
the backbone of the DevOps process stays secure.
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Information Security Best Practices for a DevSecOps Culture Shift
DevOps has already changed the way they work. To get to a state of DevSecOps, InfoSec needs to make similar changes.  
By recognizing and becoming part of that cultural shift, respecting the importance and validity of existing DevOps workflows, 
and communicating through automation, InfoSec eliminates friction between the teams. Additionally, DevOps relies heavily upon 
non-siloed communications. InfoSec can further integrate into DevOps by being transparent, clearly defining processes and 
requirements, working toward shared goals, and agreeing on roles, boundaries, and contracts. And above all, it’s important to 
remember that you’re all on the same team. 

Ten DevSecOps Best Practices
• Recognize change; don’t ignore it

• Respect existing DevOPs workflows

• Communicate digitally through automation

• Embrace DevOps team independence

• Maintain segregation of responsibilities–talk about 
shift-left and what it means

• Secure CICD pipeline automation tools themselves

The Role of InfoSec in DevSecOps
With security automation integrated into the CICD toolchain and asset provisioning process, and ongoing monitoring, security 
takes on an elevated role. Within a DevSecOps organization, InfoSec empowers, advises, trusts, and verifies DevOps. InfoSec 
is the security subject matter expert and authority for security and compliance policies, rules, and platforms.

With DevSecOps, DevOps and InfoSec teams work together to achieve a shared set of deliverables, responsibilities, and goals. 
It creates a win-win environment where developers and operations engineers know what information and tasks security requires 
of them, and they understand why security is important. They start to see security as both part of their responsibilities and as 
something that is within their control, which leads to more secure, robust products and operating environments that protect your 
organization and your customers.

Empower 
DevOps teams to integrate security 
seamlessly so that you can focus on 
continuous security improvement.

Advise  
on best practices, emerging 
threats, remediation strategies, 
compliance, and future direction.

Trust  
that your DevOps teams are 
doing their part to include 
security by design.

Verify  
that your automated practices are 
catching the bulk of the threat and 
that new vulnerabilities are not being 
introduced into your environments.

• Agree on new roles, boundaries, and contracts

• Design fundamental controls generically so that 
security is an easy-to-include fundamental of the 
development process

• Design InfoSec visibility into environments 

• Be kind to one another; you’re on the  
same team



Fidelis Cybersecurity, the industry innovator in proactive cyber defense solutions, safeguards modern IT environments with unparalleled 
detection, deception, response, cloud security, and compliance capabilities. We offer full visibility across hybrid environments via deep, 
dynamic visibility and asset discovery, multi-faceted context and risk assessment. These features help minimize attackable surface 
areas, automate exposure prevention, threat detection, and incident response, and provide the context, accuracy, speed, and portability 
security professionals need to find and neutralize adversaries earlier in the attack lifecycle. With Fidelis, organizations emerge stronger 
and more secure. Fidelis is trusted by many top commercial, enterprise, and government agencies worldwide. For more information, 
please visit www.fidelissecurity.com
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Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.

Practical DevSecOps Adoption  BEST PRACTICES

Start with a Platform that Drives Automation
Starting the journey toward DevSecOps can be even easier than you might think. Fidelis CloudPassage Halo® is a cloud 
security platform that automates cloud security posture management (CSPM), cloud workload protection (CWPP), and container 
security for any mix of public, private, hybrid, or multi cloud environments. Fidelis Halo is unique in its unification of a broad 
range of critical security controls, including:

• Ongoing asset discovery, inventory, and assessment

• Vulnerability and exposure management

• Threat and compromise detection

•  Network security

•  Continuous compliance

The SaaS-based Fidelis Halo platform provides cloud security and compliance through three services, which can be used 
independently, to close your gaps, or together for more comprehensive coverage: 

Learn More About Fidelis Halo
Get started now with the free version of Fidelis Halo Cloud Secure or try the complete Fidelis Halo Platform for free for 15 days.

Fidelis Halo  
Cloud SecureTM

Agentless CSPM to  
continually inventory, assess,  

and monitor IaaS control  
planes and IaaS  

and PaaS assets. 

Fidelis Halo  
Server SecureTM

Real-time CWPP offering  
multi-function security for cloud 
workloads hosted on Windows  

and Linux servers, virtual  
machines, and bare-metal hosts  

in public and hybrid clouds. 

Fidelis Halo  
Container SecureTM

DevOps-aware security for  
Docker, Kubernetes, and  
Container-as-a-Service  

environments. 
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