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At Fidelis Cybersecurity®, our Threat Research team provides coverage and vigilance on the most menacing vulnerabilities 
through continuous monitoring of the current threat landscape. 

The year 2021 introduced 20,141 new vulnerabilities, which is about a 10% increase over what we saw in 2020. (2020 had 5% 
more new vulnerabilities than 2019.) A staggering 1125 of the 2021 vulnerabilities ranked with a Common Vulnerability Scoring 
System (CVSS) score of 9 out of 10. While the CVSS scoring mechanism holds value, our Threat Research team also applies 
expert analysis to identify the most critical issues so you can better prioritize your efforts.

Just the rate of increase or CVSS scores do not tell 
the whole story. Our Real-Time Vulnerability Alerting 
Engine cuts through the noise by harnessing public data 
and applying proprietary data analytics to get real-time 
alerts for highly seismic vulnerability exposures and 
misconfigurations—making vulnerability fatigue a thing 
of the past. Since its first launch at BSidesSF, we have 
continually improved our real-time vulnerability alerting 
engine, allowing us to provide this quarterly vulnerability 
and trends report to keep you ahead of the most 
pressing threats. Here is the most recent vulnerability 
report, including the top Common Vulnerabilities and  
Exposures (CVE) list for the entire year of 2021.

The ‘rate of increase’  
in vulnerabilities doubled 
in 2021 as compared 
to the increase in the 
previous year.

In the figure above, the X-axis represents each day of the year from January 1 to December 31, 2021. The Y-axis represents the 
vulnerability trending quotient calculated by the engine (see the BSides presentation for more info). This quotient is calculated 
every day for each CVE. For simplicity, the Y-axis is divided into four colors—Red, Burgundy, Yellow, and Gray—which 
represent the criticality of each vulnerability. Each blue dot represents a vulnerability. It’s possible for the same vulnerability to 
appear on multiple days, especially those with a high X-axis value (like the most recent Log4j vulnerability).

https://nvd.nist.gov/vuln-metrics/cvss
https://www.youtube.com/watch?v=cQMnUH1oBDA
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The CVE Dirty Dozen for 2021
1. Apache Log4j JNDI Remote Code Execution:

CVE-2021-44228
This was the proverbial grinch that stole Christmas in 2021. 
Apache and Log4j are ubiquitous software used by both 
enterprise applications and cloud-based services. This 
vulnerability could have been devastating. My sincere 
appreciation goes out to security and DevOps first 
responders who worked day and night to identify, protect, 
mitigate, and hunt against this flaw. Apache Log4j JNDI 
features used in configuration, log messages, and 
parameters did not protect against attacker-controlled LDAP 
and other JNDI related endpoints. An attacker who can 
control log messages or log message parameters could 
execute arbitrary code loaded from LDAP servers when 
message lookup substitution is enabled. We have released 
several articles on this vulnerability: Safeguarding Your 
Assets Against Apache Log4j Vulnerability Log4Shell Active 
Exploitation Continues …, Deploy an Early Warning System
How to Protect Your Organization from Log4j Exploitation 
Log4shell: Looking for the “The Dark Side of the Moon” 
Multiple bars in the graph above during the December 
timeframe correspond to the four Log4j vulnerabilities during 
each day. Log4j has overthrown all top vulnerabilities to 
crown itself to be the nastiest in our all-time dirty 
vulnerabilities list displacing – PrintNightmare, BlueKeep, 
Curveball, ZeroLogon, EthernalDarkness, HeartBleed, 
ShellShock, Meltdown, Spectre and others.

2. Microsoft MSHTML Remote Code Execution:
CVE-2021-40444
The second-dirtiest vulnerability of 2021 was a remote code 
execution vulnerability in MSHTML that affects Microsoft 
Windows. This vulnerability was used in active exploitation 
using specially crafted Microsoft Office documents. An 
attacker could craft a malicious ActiveX control to be used by 
a Microsoft Office document that hosts the browser rendering 
engine. The attacker would then have to convince the user to 
open the malicious document using social engineering 
techniques.

3. Apache Path Traversal Vulnerability:
CVE-2021-41773
This was a result of a flaw in a change made to path 
normalization that allows attackers to use a path
traversal attack to map URLs to files outside the
directories configured by Alias-like directives.
If CGI scripts are enabled for these aliased paths,
this could allow for remote code execution.

4. Windows Print Spooler  – PrintNightmare:
CVE-2021-34527, CVE-2021-1675
CVE-2021-34527 is a sister vulnerability for
CVE-2021-1675, which made our top five in third
quarter 2021. You can read more about that here.
Both vulnerabilities belong to the PrintNightmare
family of issues. This is a remote code execution
vulnerability which exists when the Windows Print
Spooler service improperly performs privileged file
operations. An attacker who successfully exploits this
vulnerability can run arbitrary code with SYSTEM
privileges. An attacker can use this exploit to install
programs, view, change, or delete data, or create
new accounts with full user rights.

5. Linux SUDO heap-based buffer overflow:
CVE-2021-3156
Sudo is a utility included in many Unix- and Linux-
based operating systems that allows a user to run
programs with the security privileges of another
user. An attacker could exploit this vulnerability to
take control of an affected system. The bug can
be leveraged to elevate privileges to root, even
if the user is not listed in the sudoers file. User
authentication is not required to exploit the bug.

https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://fidelissecurity.com/threatgeek/threat-intelligence/cve-2021-44228/
https://fidelissecurity.com/threatgeek/threat-detection-response/log4shell-active-exploitation-continues/
https://fidelissecurity.com/threatgeek/archive/deploy-an-early-warning-system/
https://fidelissecurity.com/threatgeek/threat-detection-response/how-to-protect-your-organization-from-log4j-exploitation/
https://fidelissecurity.com/threatgeek/archive/log4shell-looking-for-the-the-dark-side-of-the-moon/
https://nvd.nist.gov/vuln/detail/CVE-2021-40444
https://nvd.nist.gov/vuln/detail/CVE-2021-41773
https://nvd.nist.gov/vuln/detail/CVE-2021-34527
https://nvd.nist.gov/vuln/detail/CVE-2021-34527
https://nvd.nist.gov/vuln/detail/CVE-2021-1675
https://fidelissecurity.com/threatgeek/archive/fidelis-vulnerability-report-third-quarter-2021/
https://nvd.nist.gov/vuln/detail/CVE-2021-3156
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Fidelis Cybersecurity, the industry innovator in proactive cyber defense solutions, safeguards modern IT environments with unparalleled 
detection, deception, response, cloud security, and compliance capabilities. We offer full visibility across hybrid environments via deep, 
dynamic visibility and asset discovery, multi-faceted context and risk assessment. These features help minimize attackable surface 
areas, automate exposure prevention, threat detection, and incident response, and provide the context, accuracy, speed, and portability 
security professionals need to find and neutralize adversaries earlier in the attack lifecycle. Fidelis Cybersecurity is dedicated to helping 
clients become stronger and more secure. Fidelis is trusted by many top commercial, enterprise, and government agencies worldwide. 
For more information, please visit www.fidelissecurity.com

About Fidelis Cybersecurity
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FIDELIS ELEVATE

The rest of the top vulnerabilities that made our list include:

No.

6
7
8
9
10
11
12

CVE Description

CVE-2021-26084
CVE-2021-26855
CVE-2021-22005
CVE-2021-42287
CVE-2021-22986
CVE-2021-21972
CVE-2021-31166

Confluence Server and Data Center OGNL RCE
Microsoft Exchange Server RCE
VmWare vCenter Server file upload RCE
Windows Actice Directory Domain Services EoP
BIG-OP iControl REST interface RCE
VmWare vSphere Client (HTML5) RCE
Windows HTTP Protocol Stack RCE

Our goal with the quarterly vulnerability and trends report is to identify trends, reduce vulnerability noise, and provide the most 
accurate, timely, and broad coverage.

Protection against vulnerabilities starts with a proactive cyber defense. The Fidelis CloudPassage Halo® unified cloud security 
platform provides continuous vulnerability monitoring and management across IaaS, PaaS, servers, and containers for public, 
private, hybrid- and multi-cloud environments. With Fidelis Halo, you get high-fidelity alerts on vulnerabilities, including high, 
critical, and zero-day alerts, so you can secure your systems ahead of the exploit. Fidelis Elevate® is an Active XDR platform that 
integrates deception technologies with detection and response across endpoint (EDR), network (NDR) and cloud. By unifying 
these technologies, Fidelis Elevate helps organizations engage adversaries earlier in the attack lifecycle to detect, respond and 
neutralize threats before they impact business.

FIDELIS HALO

Learn More
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http://fidelissecurity.com/platforms/elevate/
https://nvd.nist.gov/vuln/detail/CVE-2021-26084
https://nvd.nist.gov/vuln/detail/CVE-2021-26855
https://nvd.nist.gov/vuln/detail/CVE-2021-22005
https://nvd.nist.gov/vuln/detail/CVE-2021-42287
https://nvd.nist.gov/vuln/detail/CVE-2021-22986
https://nvd.nist.gov/vuln/detail/CVE-2021-21972
https://nvd.nist.gov/vuln/detail/CVE-2021-31166
https://fidelissecurity.com/platforms/fidelis-halo/



