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No Blind Spots Toolkit
Welcome to Security Visibility

White paper

Welcome to Security Visibility
Fidelis is happy to provide you with this No Blind Spots toolkit.
In this toolkit you will find the following assets to help you secure your cloud infrastructure:

White paper

WHITE PAPER

Achieving Complete Security and Compliance Visibility in
Public Cloud Environments

Video

Public cloud use is increasing as organizations leverage IaaS environments to improve operational
agility and increase efficiency. However, security teams struggle to maintain security visibility of these
dynamic computing environments due to decentralization of IT, the expanding cloud attack surface,
and cloud service misconfigurations that create risk. This white paper addresses these security and
compliance challenges with a solution for improving security visibility and eliminating blind spots.

WHITE PAPER

5 Nastiest Security Mistakes Exposing Public Cloud Infrastructure
Article

Based on real-world experience and research, this white paper shares insights into five of the most
dangerous and common IaaS configuration mistakes that could expose your public cloud computing
environment to a worst-case security scenario.

VIDEO

Article

How to Automate Security Visibility for IaaS Environments to
Reduce Risk and Satisfy Regulatory Standards
Cybersecurity experts discuss why achieving security and compliance visibility is critical to safely migrating
to public cloud infrastructure.

ARTICLE

ARTICLE

Security Mistakes and the
Culture of Innovation

Security Visibility is
Mission-Critical

More enterprises are moving workloads
to IaaS to support rapid innovation in their
products, services and business processes,
but security concerns remain high. Why?

Your business depends on your digital footprint,
so protecting your public cloud infrastructure is
more critical than ever. That means choosing
the right security solution is key.

Enjoy the toolkit!
A Fidelis Cybersecurity Company
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Achieving Complete
Security and Compliance
Visibility in Public
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Introduction
The evolution of IaaS (Infrastructure as a Service) has resulted in a rapid shift of enterprise workloads to the cloud—a move
which has introduced a new spectrum of challenges and requirements for security visibility. Both industry analysis and news
on the causes of breaches and data loss in recent years have underscored the importance of achieving complete security
visibility and compliance.

White paper

The same properties that make a dynamic cloud environment attractive to businesses add complexity to matters of security
and compliance—a daunting challenge for quickly evolving, agile businesses, as well as those with legacy systems resistant
to change. As outlined in our Five Nastiest Security Mistakes whitepaper, root causes are often traced back to simple
oversights and errors which inadvertently expose core business and customer data.
These easily-overlooked problems can, unfortunately, translate into serious exposure and risk—both financial, and
operational. Without the ability to rely on a perimeter as the first line of defense and with the increased speed and
distribution of deployments, the need for visibility into the security and compliance across all objects has become more
critical than ever.

Video

As IaaS grows in adoption, cybersecurity professionals are increasingly realizing the complications involved. The very
nature of distributed systems can make it difficult to obtain accurate and up-to-date visibility and inventory of cloud assets.
Also, rapid growth across multiple environments can make it nearly impossible to consistently apply best practices for
security and compliance. This paper will examine the challenges of security visibility in these environments and the
characteristics of a successful solution.

Article

Fidelis Cybersecurity® built the Fidelis CloudPassage Halo® platform to help security teams deal with the challenges of cloud
infrastructure, as well as maximize its benefits and opportunities. By optimizing and automating security visibility, it helps
your team boost security defenses, streamline operations, and ensure compliance across your public cloud infrastructure.

Security Visibility is Mission-Critical

The most prominent breaches typically involve the loss of data.
Even where there is no direct harm to business operations,
potential repercussions to customers, partners, and the
public add legal, compliance, and marketing risk to the direct
impacts of an attack. When the needs of a business expand
to require diverse methods of data access and storage, the
risk of potential exposure increases. To manage business risk
and protect customers, it is critical to maintain visibility into this
rapidly changing landscape and its security posture.

Compliance with regulatory standards is an essential
requirement for many businesses. While an everexpanding range of managed services reduces the need
for custom infrastructure and speeds up development
and deployment of projects, it also adds a broad and
expanding range of infrastructure components—all of
which require assessment and inspection. This presents
unprecedented challenges, which must be addressed by
a new approach to cloud security and compliance.1

Article

In today’s business environment, the core value of many
organizations lies in their digital footprint. Unauthorized access
or damage to that infrastructure represents a significant risk
to the business, and in many cases, compliance with security
practices is a critical need to operate in the marketplace.

Computational infrastructure is also important to understand
and monitor. It represents the processes and activity of the
business and can be an attractive target for hackers looking
to subvert, damage, hold for ransom, or simply exploit for their
own ends. The increasing scale and rate of change of this
infrastructure presents challenges in maintaining visibility and
preventing threats.

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.
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IaaS Creates a Challenging Technical Environment for Security Visibility

Fast, dynamic infrastructure outruns
traditional security techniques

Traditional security techniques are no longer effective in an
IaaS environment. To achieve agile security and maintain
compliance visibility, a shift in approach is required.

Challenges are as distributed as your system

This results in a distribution of not only location but also
of responsibility and power to make changes. Distribution
of operations to individual teams means more points of
control. At the same time infrastructure is increasingly
distributed across more locations—across multiple cloud
service accounts, multiple cloud service providers, or in
combinations of public and private clouds and traditional
data centers.
Both trends eliminate single points of control for security. The
traditional perimeter is gone, as is the ability to find assets
on a limited set of networks or get consolidated security and
compliance visibility into them. The security model must shift
as well, aligning with the advantages of cloud infrastructure
and DevOps practices rather than being frustrated by them.

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.

•

Challenges are as distributed as your system

•

An expanding array of infrastructure components
present net new security challenges

•

The traditional tools of network security are no
longer effective

An expanding array of infrastructure
components present net new
security challenges
The shared responsibility model for the security of public
cloud environments relieves some traditional security
concerns in the data center, and it simultaneously adds
complexity and net-new vulnerabilities in the management
and configuration of IaaS accounts and assets.
Visibility into the security and compliance posture of cloud
service accounts require continuous assessment of the state
and settings of both the accounts and the diverse assets they
contain. The scale and speed of an IaaS environment are
vast when compared to traditional IT environments—which
makes this extremely challenging.

Article

Transitioning to a cloud model enables faster operational
and management changes, yet also removes the
centralization of both infrastructure and IT management.
There is value and flexibility inherent in infrastructure
which can be scripted and coded, but this dynamic nature
also drives the management of infrastructure closer to the
individual teams that build it.

Fast, dynamic infrastructure outruns traditional
security techniques

Article

The benefits offered by this increase in speed and flexibility
are immense, but automated deployment and infrastructure
expansion also means less time for audit and review.
Application infrastructure is not just deployed and scaled
quickly, it also changes with increasing frequency as
DevOps practices enable continuous deployment—with
some organizations topping dozens of releases per day.

•

Video

Software-defined infrastructure creates a dynamic
environment that accelerates deployment, agility, and
scalability. Simply put, it’s fast—and it’s rapidly changing
the way the world does business.

IaaS Creates a Challenging Technical
Environment for Security Visibility

White paper

For the past two years, digital security threats have
occupied two of the top five slots in the World Economic
Forum’s yearly Global Risks Report 2019.2 While these
concerns are not new, trends in digital transformation
demand an accompanying security transformation.3 There
are a number of challenges to achieve security visibility in
cloud environments.

This assessment itself needs to evolve as new types of
services and technologies are added and new issues and
best practices are discovered and developed. A diverse
and expanding range of infrastructure components requires
continuous assessment and inspection. For example, the use
of containers and Kubernetes resolves operational issues
but require a strategic approach to maintain security visibility.
And serverless functions add operational agility, but require
different techniques to secure.

The traditional tools of network security
are no longer effective
Legacy security tools and appliances are not designed for
the dynamic distributed virtual environments of the cloud. In a
recent survey from AWS,3 85% of respondents confirmed that
legacy security solutions either don’t work at all in their cloud
environments or have only very limited functionality.

www.fidelissecurity.com
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Security Solution Checklist
Your ideal security solution should be:
Continuous – Supports rate of change demands
with continuous issue visibility

Scalable – Expands or contracts to meet shifting needs

Comprehensive – Covers all critical aspects of
both security and compliance

Portable – Works across multiple IaaS providers
and components
Integrated – Visibility mechanisms are part of
the infrastructure

White paper

Fast – Aligns with dynamic IaaS, automatic deployment
and assessment

Actionable – Presents actionable security and
compliance intelligence

Video

Critical Characteristics of a Cloud Security Solution

Fast deployment and assessment
A successful security solution will match the speed of
change in cloud environments. Cloud adoption is driven
by the ability to represent infrastructure as code, aligning
the creation and deployment of infrastructure with agile
processes that have accelerated development and release
of new software.
This trend creates security blind spots unless the security
solution can deploy and assess at the same speed.
It needs to integrate with deployment processes and
continuously discover new infrastructure to provide timely
security insight as soon as assets are deployed.

Scalable to transparently grow with
the business
One of the great advantages of cloud environments is the
ability to size infrastructure for current needs. This means
that projects can be deployed without large upfront costs

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.

To achieve scalability demands a model that automatically
adds sensors to new assets and resources and invisibly
grows security analytic capacity. Traditional security
solutions need forethought and planning to provide the
resources necessary to assess an environment of a certain
size. To be successful in the cloud, a modern security
solution must have the same transparent scaling properties
of the cloud environments it protects.

Article

What are the requirements to achieve that? The following
are the characteristics of a security solution that will work
effectively in the cloud, helping security teams leverage this
transformation instead of being challenged by it.

or risky predictions. Instead, they are deployed at a limited
scale and designed to rapidly add resources as demand
grows. Security solutions for these types of environments
need to scale seamlessly and automatically.

Article

Achieving security visibility requires comprehensive and
continuous discovery and assessment of all assets.
This helps an organization achieve two crucial goals—
understanding and managing security risk, and achieving
compliance. Cloud brings net-new challenges to security
organizations, and also offers new opportunities. A
properly designed security solution can benefit from the
characteristics of both the cloud and DevOps processes to
maintain more comprehensive security visibility with less
manual effort.

Portable across providers and components
A recent survey by 451 Research noted that nearly
70% of organizations are moving towards a multi-cloud
environment. Modern environments often include multiple
cloud providers, as well as on-premises virtualization. And
within public cloud environments, the number of services
and infrastructure components is expanding at a breakneck
pace. A security solution must work within an organization’s
current infrastructure, and must also be portable across the
providers and components it may use in the future.
To attain complete visibility and compliance in modern
environments, a security solution needs to be portable
across all IaaS providers and infrastructure types. It should
be able to support changing trends in development and
deployment, such as the move to containerization. In
addition, as new managed offerings from cloud providers are
adopted, the solution must continue to provide insight across
the entire infrastructure.

www.fidelissecurity.com
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The processes that enable organizations to move towards
continuous delivery represent an opportunity to drive
towards continuous remediation. This is only possible if
the security solution can integrate into these processes,
becoming a service used to not only rapidly assess
security posture in testing and production but also provide
consumable intelligence on changes that can make systems
more secure.

Critical Characteristics
of a Cloud Security Solution
•

Fast deployment and assessment

Without ongoing insight into your infrastructure, it’s
impossible to manage the security posture of a cloud
environment. Because continuous discovery, inventory, and
assessment are critical, effective automation of these needs
in a dynamic IaaS environment is a must.

•

Scalable to transparently grow with the business

•

Portable across providers and components

•

Integrated into the infrastructure environment

•

Continuous visibility and assessment

Automation relieves the burden of manual monitoring
inherent in legacy systems—and drastically streamlines the
security management of IaaS. This allows your organization
to quickly and effectively mitigate risk, remediate issues,
and maintain compliance, all while reducing burden to your
IT security team. That is why continuous risk assessment
and issue visibility supporting daily, hourly, and on-demand
needs is critical.

•

Comprehensive evaluation of
infrastructure components

•

Actionable results to drive remediation

As the speed and complexity of environments increases,
an effective solution should help security teams consolidate
and automate functionality. An increasingly broad array
of infrastructure components offered by cloud providers
need to be covered, and assets like servers and containers
require in-depth analysis.
A successful security solution should have the depth
to cover multiple types of controls, and the breadth to
provide insight into an increasing array of components. All
critical aspects of both security and compliance should be
addressed—for each and every component of your cloud
infrastructure. No stone should be left unturned!

Actionable results to drive remediation
The results a security solution produces must be
actionable—not just in terms of their content, but in terms of
how they are delivered. The intelligence generated needs to

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.

Fidelis Halo Addresses Critical
Cloud Security Requirements

Article

Comprehensive evaluation of
infrastructure components

Article

Continuous visibility and assessment

Video

Integrating security sensors into the componentry and
processes of the environment allows it to scale transparently
and automatically up and down. This allows the reliable
understanding of security posture over time, achieving
visibility and compliance for even highly ephemeral assets.
It also drives the automation of deployment and assessment
necessary to handle a growing array of challenges with
limited security personnel.

be presented to infrastructure operators “on their terms,”
in a way that’s actionable as part of their standing workflow
and which carries enough context to allow automated action.

White paper

Increasing complexity and rate of change mean that
achieving security visibility cannot be an afterthought in
cloud environments. To provide complete visibility, a security
solution must be able to integrate into environments and
infrastructure components so the security knowledge of the
environment grows and changes as it does.

White paper

Integrated into the infrastructure environment

EBOOK

Enabling organizations to gain complete security visibility
across their entire cloud infrastructure is why we’ve
developed Fidelis Halo, a comprehensive security solution
designed to address the challenges specific to cloud
infrastructure. Fidelis Halo is purpose-built to address the
key security and compliance requirements of IaaS. We help
organizations take advantage of the opportunities inherent in
IaaS—creating secure, comprehensive, and functional cloud
programs that automate cloud security.

Deploys quickly, delivers value instantly
Fidelis Halo deploys simply and rapidly, quickly returning
value and enabling it to maintain security and compliance
visibility into changing cloud infrastructure. Onboarding
is simple and fast, returning data on thousands of assets
within minutes. That means our customers gain value from
the platform immediately and can leverage the platform to
further automate and increase productivity over time.

www.fidelissecurity.com
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Fidelis Halo Addresses Critical
Cloud Security Requirements
•

Deploys quickly, delivers value instantly

•

Highly scalable

•

Portable across multiple clouds

Portable across multiple clouds

•

Easily integrated into high-speed DevOps process

Fidelis Halo provides visibility across diverse infrastructures
and is portable across multiple clouds including on-premise
environments and private clouds.

•

Continuous security and compliance coverage

•

Comprehensive security visibility coverage for
cloud infrastructure

•

Actionable insight

Comprehensive security visibility coverage
for cloud infrastructure
Fidelis Halo offers comprehensive coverage, tracking, and
evaluation of all infrastructure components in the cloud
service plane. And it offers deeper insights into server/VM
workloads and containers.

The move to the cloud introduces new challenges and
security concerns, and also opportunities to automate and
integrate security best practices. Fidelis Halo helps security
teams succeed in the cloud, providing complete
and comprehensive security and compliance visibility
across public cloud infrastructure.

End Notes
Article

Once deployed, Fidelis Halo offers ongoing continuous
coverage. A scalable distributed architecture makes it
easy to manage various schedules, and stay current with
infrastructure security and compliance posture. Users can
configure scans to repeat at intervals that make sense for
their business and aligning with a highly dynamic, changing
cloud environment.

Expand your Visibility,
Fast and Free

Article

Continuous security and
compliance coverage

Video

The Fidelis Halo platform offers opportunities to improve
security maturity and increase value. By leveraging Fidelis
Halo’s strengths to integrate visibility mechanisms into
the infrastructure componentry and processes, your team
partners with DevOps to deploy, evaluate, and remediate
and pushes left into the CICD pipeline to rapidly evaluate
builds on code check-in.

White paper

Fidelis Halo is blazing fast and its architecture is highly
scalable. Because it was built in the cloud as well as for
the cloud, it fully leverages the ability to componentize
operations, scaling elastically to handle any load. Integrated
into an environment, it increases coverage invisibly,
providing security visibility no matter how fast it grows.

Easily integrated into high-speed
DevOps process

White paper

Highly scalable

EBOOK

1 New approach to cloud security and compliance:
https://www.cloudpassage.com/blog/new-approach-cloudsecurity-compliance/
2 World Economic Forum’s yearly Global Risks Report 2019:
https://www.weforum.org/reports/the-global-risks-report-2019
3 2019 AWS Cloud Security Report:
https://www.cloudpassage.com/blog/2019-aws-security-report/

Actionable insight
The value of quality security and compliance visibility is
limited if not translated into action. Fidelis Halo provides
thorough details and metadata, clear remediation guidance,
and actionable intelligence communicated to infrastructure
operators as part of their standing workflow.

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.
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The Five Nastiest Security
Mistakes Exposing Public
Cloud Infrastructure

Article
Article
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•

DevOps teams must architect, configure, and operate
cloud-based application stacks in alignment with security
and compliance standards. The scope of one DevOps
team’s responsibility is limited to the application stack
(or stacks) that they own.

•

Security teams must set the standards, monitor for consistent
compliance, and deliver data to many DevOps teams in a
manner that can be easily consumed and acted upon by those
teams. The scope of one security team typically encompasses
many, if not all, DevOps teams and their application stacks.

Here are a few that we believe stand out as the nastiest.

The Five Nastiest Mistakes
•

Easily hacked administrative credentials

•

Exposed data assets

•

Weak network access controls

•

Uncontrained blast radius

•

Poor event logging

Article

Provider responsibilities are typically very well defined by
the providers themselves. More nuanced is the customer’s
responsibility, which itself has two related facets:

For now, let’s look at our list of the five nastiest mistakes
that can lurk in IaaS environments. Reading about every
possible issue would be exhaustive, but of course, some
exposures are nastier than others.

Article

Cloud infrastructure is incredibly powerful and flexible, with the
number of services offered by providers growing constantly.
On-demand resources like elastic compute, object storage,
and advanced database services all have many variations and
configuration options available. The possible ways these assets
can be configured and interact are almost limitless. This is the
power that IaaS providers put into your hands, but that power
comes with shared responsibility between the provider and the
customer. As with any powerful technology, cloud infrastructure
has to be used knowledgeably and responsibly to ensure its
potential value doesn’t turn to chaos, or worse.

It’s important to know which issues are exposing your
cloud infrastructure environments at any given time,
which is a job for automation. For years, Fidelis Halo has
worked with some of the best-known logos in the world
on this exact issue. We’ll share some of our experiences
about what works and what doesn’t a little later.

Video

The competitive battle for continuous software innovation
means fast, iterative deployment is important to keep new
features in front of customers. Cloud infrastructure and DevOps
have proven revolutionary in accelerating software delivery, in turn
accelerating innovation and competitive opportunity. Mistakes
that expose IaaS environments to compromise directly impact
the businesses that depend on those environments.

Missing just one exposure can spell disaster. The
configuration permutations exposing the environment to
attack are immeasurable and the bad guys only have to
find one. On the other hand, the security stakeholders
have to get an enormous number of points right, every
time. This in an environment where change is constant
because infrastructure is code, systems are ephemeral,
and infrastructure deployment is continuous. So much is
happening so fast and in so many places that it’s easy
for something to get missed.

White paper

Since software started eating the world, nearly every industry
has become dependent on software to deliver market-facing
products and services. Software is now a competitive battleground
for all types of companies, ranging from accounting SaaS
providers to car manufacturers to even apparel manufacturers.
Even shoes come with software. Because software innovation is
fast, it’s often a key source of competitive advantage.

White paper

Public cloud infrastructure has become a critical asset to
enterprises that compete on innovation. Protecting that
competitive edge means finding and eliminating serious
infrastructure exposures—many of them caused by
preventable, common mistakes.

EBOOK

In many ways the security teams have the tougher responsibility—
they’re accountable for catching what many others may have
missed. They’re the fail-safe for every application in the enterprise,
and have to collaborate with many DevOps teams—and keep up
with them consistently and effectively.

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.
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The Five Nastiest Mistakes
Easily Hacked Administrative Credentials
The issue

Exposures created from easily hacked credentials often stem
from one of two places: cutting corners in the heat of battle,
and the decay of initial diligence.

Regardless of the source, capturing the keys to a cloudinfrastructure kingdom is the brass ring for attackers—so
they’ll be diligent in looking for the weak spots. Only
ongoing diligence can prevent their finding them.

Why it’s one of the nastiest
It’s obvious that compromised administrative credentials
means gross compromise of anything within the scope of
those credentials. Cloud infrastructure environments are
often broken up into many smaller IaaS accounts for this
very reason—the blast radius of compromise is minimized.
The most obvious implication of gross compromise is mass
data exposure. That’s nasty enough, but it goes further.

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.
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Even when diligence is addressed upfront, it’s not unusual
to see the effects of that diligence decay. Changes over time
can chip away at an otherwise well-configured administrative
access structure. This is especially common when administrative
restrictions stand in the way of key functionality or deployments.
It’s all too easy to loosen up the control structure, which allows
exposures to creep in. It’s not enough to get access credential
controls right at the onset—they must be maintained on an
ongoing basis.

Easily hacked
administrative credentials
top the list for nastiest
mistakes that can expose
your cloud infrastructure.

Article

When a new cloud infrastructure stack is built, there are some
best practices that are quite well defined and straightforward to
implement. Even so, it’s all too common for there to be a mad
rush to get things moving—after all, the expectations of cloud
infrastructure border on magic. In this mad rush it’s easy to
back-burner implementing things like multi-factor authentication,
password construction rules, and minimized blast radius. With
the best intentions of getting back to these details, other needs
pile on and before you know it those best practices are buried
under a massive backlog of other issues.

These factors put easily hacked administrative credentials at
the top of our list for nastiest mistakes that can expose your
cloud infrastructure.

Video

How it happens

Attackers who gain access to administrative credentials often
play it cool, because often the environment itself can be more
valuable than even the data exposed to them. Installation of
backdoors and rootkits, injecting bitcoin mining software into
workloads, and even running full-blown botnets are possible
with full administrative access. And make no mistake, with
complete privileges at their disposal, attackers can make this
kind of compromise extremely difficult to find.

White paper

Administrative credentials are literally the keys to the kingdom.
Weak controls over administrative credentials equates to a
low-effort, high-value target for attackers. Methods for attacking
cloud service provider accounts are simple and well known, from
old-school dictionary attacks to AI-backed “smart guessing” tools
that combine stolen credentials with publicly available information.
The only thing the attackers need is a badly configured set of
privileged credentials.

Exposed Data Assets
The issue
Data-related services such as object storage, indexing and
search engines, and database services are among the most
valuable and heavily-used IaaS resources. If administrative
credentials are the keys to the kingdom, the data stored in
these services are the crown jewels. Poor configuration of
data services and related security controls (e.g. authentication
and network access mechanisms) can leave those jewels in a
state of extreme exposure—an easy win for attackers.

How it happens
Data exposure in the cloud typically results from insecure
settings or insufficiently granular access controls. Whether
this occurs in the initial configuration or the heat of a technical
crisis, it can leave your data unintentionally discoverable and
accessible to unauthorized parties.

www.fidelissecurity.com
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If attackers find writable data stores, corruption of
downstream processes by mangling data or injecting
meaningfully incorrect data can have massive impacts and
can be very hard to troubleshoot. Not every attack is focused
on removing data. Some are intended as industrial sabotage
and are especially nefarious as the system continues to
operate in a seemingly normal way until corrupted
data propagates.
With on-demand IaaS data services, it becomes easier
than ever to deploy and manage data. It also makes
it easy for data storage locations to proliferate and for
misconfigurations to be introduced undetected, making
exposed data services one of the nastiest
security mistakes.

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.

How it happens
In a word, complexity.
Traditional perimeter firewall architectures are sophisticated,
but the general approach of fewer policy enforcement points
was relatively simple. Firewall choke points primarily enforcing
north-south traffic at the network edge, although not trivial,
results in a relatively straightforward set of policies to manage.
Distributed cloud firewalls can increase complexity
significantly, especially in larger IaaS environments. Instead
of fewer firewalls protecting entire data centers, a greater
number of network access mechanisms protect many
small groups of assets. This multiplies the number of policy
enforcement points to be managed, in turn creating more
interaction and overlap between policies. Both of these factors
can lead to confusion about why network traffic is not flowing
through an environment, which can, in turn, lead to loosening
network access policies to an overly permissive state.

Article

While a bulk export of data is the most obvious way damage
could happen, perhaps more nefarious is the classic “salami
attack” in which the data is slowly siphoned off so as not
to draw attention. In this scenario, there are no unusual
data transfer volumes to alert system owners. In fact, the
system may appear to be operating completely normally with
misconfigurations allowing “permitted” access and the attack
appearing part of regular operations.

Just like data centers, cloud infrastructure environments have
network perimeters—moats, the first line of defense. IaaS
platform features (e.g. security groups), host-based firewalls,
and third-party cloud gateways are all examples of logical
network access controls that can protect cloud infrastructure.
But these controls are only as good as their configurations.
Poorly configured network access controls weaken the first
line of defense for the cloud assets they’re intended to protect.

Article

The goal of many compromises is to export data, and
compromise of these IaaS data services leads directly to
large scale data loss. While other types of compromise can
damage the business, loss of data carries the largest liability
of issues with the courts, public opinion, and regulators.

The issue

Video

Why it’s one of the nastiest

Weak Network Access Controls

White paper

Configuration drift and access scope dilation increase the
risk of data loss as demand for certain data grows and more
systems need to interact with it. From urgent troubleshooting
tactics to good old fashioned fat-finger mistakes, erroneous
configuration drift can be introduced with shocking ease and
can linger undetected in an environment for long periods
of time.

White paper

Decentralized management of infrastructure resources is a
key attribute of cloud infrastructure that enables enterprise
agility. This flexibility has significant advantages and
necessarily distributes control, but not all those with such
control are versed in security practices. As a result, poor
configurations in IaaS data resources can crop up as they
are deployed with a focus on function over security, or with
little attention to security at all. These issues can range
from the location of data being discoverable1 to full public
access—mistakes that can have broad-sweeping impact
with the click of a button.

EBOOK

This situation isn’t uncommon in the midst of troubleshooting
an outage or other production problem. In the middle of the
night when things are in a tailspin, it’s easy to relax complex,
layered webs of network access controls to address an
actual or possible connectivity issue. It’s also easy to skip
tightening things back down when the crisis is resolved for
fear of recreating the problem—or just because someone just
honestly forgot.

Why it’s one of the nastiest
Network access controls are aptly named “firewalls” because
they’re indeed the barrier between safety and danger. This
first line of defense is also the broadest—even though
firewalls cannot stop every attack, they typically stop the
vast majority of weaker, less-focused attacks. When network
access controls are weak, it opens up the assets behind them
to a larger universe of attacks—perhaps less sophisticated,
but no less able to wreak havoc. In some cases, a barrage
of seemingly unsophisticated attacks splashing against an
environment is just the distraction needed to enable more
sophisticated attacks to slip by undetected.

www.fidelissecurity.com
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Unconstrained Blast Radius

How it happens

The technical reason for excessive blast radius is simple:
failure to segment IaaS accounts, easily identifiable by the
presence of a few large IaaS accounts (each contains many
resources) versus many IaaS accounts with fewer resources
each. The “more but smaller accounts” model is becoming
very popular, with some enterprises assigning one or two
IaaS accounts per application. With the failure to segment
IaaS accounts, the breach of one account can expose much
larger swaths of infrastructure assets to a successful intruder.
Failure to exercise the principle of least-needed privilege also
increases compromise blast radius. The overuse of delegated
roles or other cross-account access control mechanisms is
a related and common mistake. Systems should ideally use
credentials that provide only the access they need, but in
rapidly evolving cloud environments it is common to provide
broader general access for convenience. This expands the
blast radius of an initial compromise, both in terms of the
initial damage and opportunities for escalation, lateral
movement, and establishing threat persistence.

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.

Modern attack automation can map an environment and
effect lateral (a.k.a. “east-west”) movement with blinding
speed. A manifest of all resources in an IaaS account
is easily accessible to an attacker with compromised
administrative access. That is basically a shopping list that
the attacker can study to build compromise vectors for
the environment and the assets within it.
It’s also critical to realize that when a successful attack
does occur, the blast radius boundary is likely the only
thing containing the compromise. Attacks are automated
and happen quickly, and there won’t be time for a human to
respond. Not having the containment effect of a small blast
radius before the attack occurs is critical to minimizing
its impact.
Compromises will happen and containment before the fact
is critical. Failure to implement this simple best practice
amplifies the worst of problems at the worst possible times.
That makes it one of the nastiest mistakes lurking in
IaaS environments.

Article

Cloud infrastructure moves at a very fast pace, making it
easy to overlook the steps needed to limit the blast radius
of breaches. In some cases, security is not a factor in
architectural or operational decisions, which results in large
accounts with soft internal controls (similar to the old “hard
on the outside, soft in the center” data center problems).

No matter how a compromise happens, a large blast radius
can enable a breach to be truly expansive.

Article

Provider-delivered security combined with customer
implementation of best practices go a long way to preventing
attacks. But attacks will happen, and some will succeed.
No control structure can eliminate all human error, social
engineering, and threats from within. Controlling the
scope of impact when an attack succeeds—constraining
the blast radius—is critical to minimizing damage and
secondary attacks. Failure to control blast radius can
result in a successful attack having extremely far-reaching
consequences, making analysis and clean-up very difficult.

Why it’s one of the nastiest

Video

The issue

Insecure automation layers can lead to broad and insidious
compromise. There are many valuable tools for automating
management and deployment of cloud infrastructure, and
these tools necessarily have the ability to make broad, deep
changes very quickly. Malicious or erroneous use of these
powerful tools can propagate compromises across cloud
environments, unfettered and at blinding speed.

White paper

The first line of defense is keeping attackers out. The last line
of defense is keeping the crown jewels in. Misconfiguration of
these critical “bookend” defenses warrants ranking as one of
the nastiest cloud security mistakes to quickly detect
and resolve.

White paper

A well-architected network access configuration is also critical
as the very last line of defense in many threat situations. If
an attacker makes it through the inbound firewalls and finds
other vectors enabling them to penetrate interior systems, the
only thing stopping a data extrusion is often outbound network
access controls.

EBOOK

The first line of defense
is keeping attackers out.
The last line of defense is
keeping the crown jewels
in. Misconfiguration of
these critical “bookend”
defenses warrants ranking
as one of the nastiest cloud
security mistakes to quickly
detect and resolve.
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Poor Event Logging
The issue

There’s also the “pendulum effect” that occurs when event
configuration does not have strong standards backed by
automated implementation. In a well-intended effort to get
total visibility, logging mechanisms may be maxed out,
sometimes even running in debug mode. This leads to
operational problems like file systems being overwhelmed
and excessive cloud service fees for generating, moving,
and storing events that are mostly noise. The “pendulum”
swings in the other direction when logging is cut back to a
more tenable volume, which fixes the operational issues but
results in blind spots if not done carefully.

As opposed to strong prevention, trying to react to incidents
puts you in a weak defensive posture to begin with. Poorly
configured logging mechanisms undermine even this last
foothold, making it one of the nastiest mistakes that can
expose your cloud infrastructure to risk.

Article

Maintaining consistent standards across large numbers
of disparate logging mechanisms can lead to “best-effort”
practices which are rarely good enough. Along with many
other tasks that aren’t on the critical path to production,
event logging is another corner that’s seductively easy to
cut. This is particularly true in highly dynamic environments,
where infrastructure and application components are being
added, removed and changed constantly.

In the aftermath of an attack, 20/20 hindsight is the best
you can hope for, but without effective event logging, you
won’t even have that. Your ability to assess how the attacker
initially penetrated your environment or the attack methods
they deployed will be very limited. When you do find systems
subverted or exposed, you won’t know if those conditions
already existed or if they’re a result of the attacker. And most
concerning, you may not be able to determine if attackers
are still present—just because the obvious activities stop
doesn’t mean the attackers are done.

Article

Correct and comprehensive event logging is a more
complicated task than it once was. Systems were once more
centralized—going back to the early days of computing,
mainframes were replaced by distributed server hosts,
which were replaced by virtual machines, which are now
being replaced by containers and even serverless compute
environments. Each phase of this evolution has resulted
in more distributed systems and more individual logging
mechanisms that must be correctly configured. The breadth
of available technologies can also challenge effective event
logging given the countless types of systems with different
logging mechanisms, event types, and data formats.

Without event logging, you’re blind to what’s happening in
your environment and all ability to perform after-the-fact
forensics or other retrospective analysis is lost. During the
attack, you won’t be able to see the attackers’ movements or
assess the tactics they’re deploying. There will be no ability
to evaluate the current and imminent impact of the attack.
You’ll be responding to the incident blindfolded.

Video

How it happens

Why it’s one of the nastiest

White paper

Detecting events that indicate the potential for a threat or
an active attack is a critical function. If protective controls
fail for any reason (like honest mistakes, cutting corners, or
malicious actions) detection is the very last line of defense.
Although a roll of the dice, reacting quickly to indicators of
threat activity can sometimes prevent the worst. When a
threat does make it through your defenses, logged events
are among the most important data to determine the impact,
scope, and cause. Poorly configured logging mechanisms
are a mistake guaranteed to enable attacks and seriously
impede efforts to detect, contain and analyze
resulting compromises.

Fidelis offers a free trial
of its Fidelis Halo cloud
platform. Setup of this
SaaS-based solution is
very simple, and most
cloud infrastructure
environments can be
fully assessed within
minutes of setup.

Perhaps the most disturbing cause of poor logging
mechanisms is malicious action. Attackers subverting
logging mechanisms is a well-known tactic, often one of the
first steps towards bigger things once privileged access has
been gained. The implications are obvious.

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.
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See If You’re Exposed,
Fast and Free

Want to find out if your cloud environment is exposed?
We can help.
Fidelis offers a free trial of the Fidelis Halo cloud security
& compliance platform. Fidelis Halo is a SaaS-based solution
with a quick and easy setup. Most cloud infrastructure
environments can be fully assessed within fifteen minutes.

White paper

The five nastiest mistakes we’ve shared here are serious
concerns, but they’re just the tip of the iceberg. There are
many more issues like these with potential consequences
just as severe.

Register for a free
Fidelis Halo trial
Here

Video

With a Fidelis Halo trial, you can assess the security and
compliance issues in your AWS or Azure cloud infrastructure.
You can also take a deep-dive into your server and container
environments using the same trial account. Fidelis Halo
includes a number of policy templates for standards like CIS
Benchmarks, PCI, HIPAA, and ISO 27001/2. And Fidelis Halo
doesn’t just show you problems - it also provides detailed
technical remediation advice for identified issues.

Article
Article

If you want to try more advanced capabilities, check the
Fidelis Halo REST API1 to try some DevSecOps style
automation. See what’s in the Fidelis Halo Toolbox1 for
inspiration and “starter” code, and plug into the Fidelis Halo API
SDK2 to make integrations go faster. If you want to try more
advanced capabilities, check the Fidelis Halo REST API1 to try
some DevSecOps style automation. See what’s in the Fidelis
Halo Toolbox1 for inspiration and “starter” code, and plug into
the Fidelis Halo API SDK2 to make integrations go faster.

End Notes
1

Salami Slicing Tactics:

https://en.wikipedia.org/wiki/Salami_slicing_tactics
2

The Fidelis Halo Toolbox:

https://cloudpassage.github.io/halo-toolbox/
3

The Fidelis Halo API SDK:

https://github.com/cloudpassage/cloudpassage-halo-python-sdk

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.
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Fidelis Halo Cloud Secure® Sample Screens
Figure 1.

White paper

Executive summary of
all cloud assets and
their security compliance
status across
multiple accounts

Video
Article

Figure 2.

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.
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Fidelis Halo Cloud Secure Sample Screens (continued)
Figure 3.

White paper

A list of assets violating a
specific policy rule to not allow
ingress to all traffic on port 22

Video
Article
Article

Figure 4.
Detailed information about a
violation of the policy rule to
not allow ingress to all traffic
on port 22 on a specific asset
(in this case a Security Group)

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.
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Fidelis Halo Cloud Secure Sample Screens (continued)
Figure 5.

White paper

JSON details of the configuration
that violated the rule (actual
violation is in the unexpanded
“SecurityGroupIp-Permissions”
section of the JSON)

Video
Article
Article

Figure 6.
A view of a rule and all the
assets evaluated against it
filtered to show only violation
(Right: two assets violating
the rule, Left: description of
rule, why it is important, how to
manually check asset, and how
to remediate the problem)

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.
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How to Automate Security Visibility for IaaS
In this video, cybersecurity experts Carson Sweet, Fidelis Chief Cloud Security Officer and founder of CloudPassage,
and Holger Schulze, Cybersecurity Insiders CEO and founder, discuss:
Why achieving security and compliance visibility is critical to safely migrating to public cloud infrastructure.

•

How IaaS environments create specific technical and operational needs that must be satisfied to successfully establish
comprehensive, ongoing risk visibility.

•

How the right automation coupled with a “cloud-aligned” issue discovery and resolution process can create a highly
efficient and effective process for ensuring public cloud infrastructure is hardened against attacks and satisfies
regulatory standards.

White paper

•

Video
Article
Article

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.
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Security Mistakes and the Culture of Innovation

Software is a fast mechanism to deliver innovation, and
public cloud infrastructure is an agile way to support rapid
software development and delivery. Both of which can lead
to significant cloud security mistakes. Let’s look at how we
got here and where we need to go.

Software, IAAS and Innovation

Ford essentially sells computers-on-wheels.1

•

FedEx boasts a developer skunkworks to further their
technological edge.

•

The app that monitors and tracks your digitally-enabled
shoes can now be iterated much faster than the
shoes themselves.

To support this rapid software development and deployment,
enterprises are leveraging public cloud infrastructure to build
a faster and modern application infrastructure that improves
operational agility and optimizes costs and resources. It’s fast
and easy to acquire and set up, but can result in some nasty
security mistakes.
This new application infrastructure can drive an extremely
high-change velocity enabling DevOps teams to develop
and operate as a continuous process, often meaning
real-time changes in production and faster delivery. As more
businesses are being run on software2 and delivered as
online services—from movies to agriculture to national
defense—more of them need public cloud infrastructure.

As enterprises increase the use of public cloud
infrastructure services, they also expand their cloud
attack surface, making maintaining security and
compliance a much bigger challenge requiring the
application of the Shared Responsibility Model.

Avoiding the top five security mistakes
Within this model based on shared responsibility, user
security responsibilities revolve around ensuring cloud
infrastructure is architected, deployed and operated
in a safe manner. In other words, the security team
must ensure that the flexibility and power of cloud
infrastructure is not used improperly—either inadvertently
or nefariously—and results in a costly security mistake.
The challenge is determining the most burning security
priorities, having the ability to quickly detect and
remediate them, then preventing them from recurring—all
at cloud scale and cloud speed.

Article

Software is a fast and easy mechanism to deliver faster
innovation, because software development and deployment
processes have evolved to be quick and iterative. As a result,
software development can move faster than physical
product innovation.

Within these new environments it’s easy for security
mistakes to find their way in and stay there—often
undetected. Many of them commonly caused by
misconfiguration of cloud services can easily expose
cloud infrastructure to cloud data breaches.

Article

•

While public cloud infrastructure is improving the way
many enterprises do business, it can also be technically
complex—with hundreds of cloud services each offering
numerous configuration options, the potential for security
mistakes due to misconfigurations is enormous.

Video

Almost every company is now a software company by
default—they all have important software components
driving their products or overall business.

Public cloud infrastructure brings net-new
security challenges

White paper

We live in a culture of rapid innovation, but that innovation
can result in a variety of cloud security mistakes. Businesses
must innovate quickly to compete in today’s markets,
and software and public cloud infrastructure, or IaaS, are
significant enablers of that innovation.

The good news is that when it comes to working in public
cloud, many have come before you and developed ways
to automate cloud security processes and integrate them
into daily automation workflows, making DevOps a force
multiplier, and proactively identifying and addressing
security mistakes.

End Notes
1

Now Every Company is a Software Company:

https://www.forbes.com/sites/techonomy/2011/11/30/now-everycompany-is-a-software-company/?_ga=2.251&sh=25419640f3b1
2

Uptake Digital: Why Software is Eating the World

https://uptakedigital.zendesk.com/hc/en-us/articles/115001167933-WhySoftware-Is-Eating-the-World

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.
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Security Visibility Is Mission-Critical
Maintaining your part of the shared security model is critical
but a complex task. The very nature of these distributed
systems can make it difficult to obtain accurate and upto-date security visibility and inventory of cloud assets.
In addition, rapid growth across multiple environments
can make it nearly impossible to consistently apply best
practices for security and compliance.

The same properties that make a dynamic cloud environment
attractive to businesses often add complexity to matters of
security and compliance—a daunting challenge for quickly
evolving, agile businesses, as well as those with legacy
systems resistant to change.

The most prominent breaches today typically involve the
loss of data. Even where there is no direct harm to business
operations, potential repercussions to customers, partners,
and the public add legal, compliance, and marketing risk to
the direct impacts of an attack.

Security visibility is mission-critical in IaaS

Prevent data breaches – Protect your business from risk,
protect your customers from exposure, and show your
meeting compliance requirements.

•

Protect infrastructure assets – Your business processes
depend on them, which makes them critical to your
company, that’s why attackers want to subvert them for
their own purposes or to disrupt business operations.

In addition, companies taking advantage of public cloud
infrastructure often create and maintain many cloud services
accounts. Reasons vary—for example, different accounts
might be used by different business units or to separate
development and production environments.
Whatever the reason, every account is a potential target
for attackers, meaning complete security visibility and
continuous monitoring for exposures is key to maintaining
security across your cloud infrastructure.

User error causes security vulnerabilities

Maintain compliance – If you can protect the business
from risk, you can comply with regulators, and fulfill
contractual requirements.

Add to the challenge of simply managing a multitude of
accounts, all the chances for human error on the numerous
configuration items in public cloud infrastructure, and you
have a recipe for disaster.

When the needs of a business expand to require diverse
methods of data access and storage, often as a result of
enabling competitive advantage, the risk of potential exposure
increases. To manage business risk and protect customers,
it is critical to maintain complete visibility into this rapidly
changing landscape and its security posture.

Misconfiguration of the AWS cloud platform took the number
one spot in 2019’s AWS Cloud Security Report as the
single biggest vulnerability to cloud security (62%), followed
by unauthorized access through misuse of employee
credentials and improper access controls (55%) and
insecure interfaces/APIs (52%).

•

Shared security model
While CSPs do a great job of providing a secure foundation
across physical, infrastructure, and operational security. You
maintain responsibility for protecting the security of your
application workloads, data, identities, onpremises resources,
and all the cloud components that you control within your
public cloud infrastructure—referred to as the “Shared
Responsibility Model.”

Copyright © 2021 Fidelis Cybersecurity®, Inc. All rights reserved.
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•

The scale and speed of IaaS environments are bigger and
much faster compared to traditional IT environments, with
the number of assets in your public cloud potentially growing
rapidly, and exponentially. Before you know it you could
have thousands or tens of thousands to track and manage.

Article

In today’s business environment, the core value of many
organizations depends on their digital footprint. Unauthorized
access or damage to their cloud infrastructure poses a
significant risk to the business. That’s why an effective cloud
security solution should help you do
three things:

Security is challenging in IaaS environments

Video

If you’re hosting critical applications in public cloud
infrastructure, security and compliance visibility should
be a top priority. Without it, you might be in for some very
unpleasant surprises.

White paper

IaaS has continued to evolve and make it easier for
companies to set up public cloud infrastructure faster than
ever. Many are doing just that and moving more and more
workloads to cloud environments. Although in these new,
dynamic environments where changes happen often, and
fast, security is mission-critical, but achieving security visibility
is still a challenge for security teams.

Without security automation, securing your cloud
infrastructure has become almost impossible, so making
sure you select the right cloud security solution is key to
meeting your cloud infrastructure security requirements.

www.fidelissecurity.com
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Your ideal cloud security visibility infrastructure
solution should be:

Portable – Works across multiple IaaS providers
and components
Scalable – Expands or contracts to meet
shifting needs

Fidelis Halo meets key cloud
security requirements
The Fidelis Halo platform helps security teams deal
with the challenges of cloud infrastructure, as well as
maximize its benefits and opportunities. By optimizing
and automating security visibility, it helps your team
boost security defenses, streamline operations, and
ensure compliance across your public cloud and
hybrid infrastructure.
Better still, it provides immediate short term value by:
Enabling immediate discovery and visibility of all
your assets across your cloud infrastructure, at a
high level, and rapid rollout of deeper visibility
into workloads

•

Providing the basis for building out advanced security
programs by enabling you to implement internal
security policies and roll them out in a structured way,
as well as automate remediation and make DevOps a
force multiplier

Comprehensive – Covers all critical aspects of
both security and compliance
Actionable – Presents actionable security and
compliance intelligence

Video

•

Integrated – Visibility mechanisms are part of
the infrastructure
Continuous – Supports rate of change demands
with continuous issue visibility

White paper

Fast – Aligns with dynamic IaaS. Automatic
deployment and assessment

White paper

Public cloud security solution checklist

EBOOK

Article

End Notes
1

Now Every Company is a Software Company:

https://www.forbes.com/sites/techonomy/2011/11/30/now-everycompany-is-a-software-company/?_ga=2.251&sh=25419640f3b1

Uptake Digital: Why Software is Eating the World

Article

2

https://uptakedigital.zendesk.com/hc/en-us/articles/115001167933Why-Software-Is-Eating-the-World
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Register for a free 15-day Fidelis Halo trial
www.cloudpassage.com/cloudpassage-halo-free-trial/

https://fidelissecurity.com/products/fidelis-cloudpassage/
Fidelis CloudPassage Halo Toolbox
https://cloudpassage.github.io/halo-toolbox/

White paper

Fidelis CloudPassage Website

White paper

Learn More About Fidelis Halo

EBOOK

Fidelis Halo API SDK
https://github.com/cloudpassage/cloudpassage-halo-python-sdk

Video
Article
Article

About Fidelis Cybersecurity
Fidelis Cybersecurity, the industry innovator in proactive cyber defense solutions, safeguards modern IT environments with unparalleled
detection, deception, response, cloud security, and compliance capabilities. We offer full visibility across hybrid environments via deep,
dynamic visibility and asset discovery, multi-faceted context and risk assessment. These features help minimize attackable surface
areas, automate exposure prevention, threat detection, and incident response, and provide the context, accuracy, speed, and portability
security professionals need to find and neutralize adversaries earlier in the attack lifecycle. With Fidelis, organizations emerge stronger
and more secure. Fidelis is trusted by many top commercial, enterprise, and government agencies worldwide. For more information,
please visit www.fidelissecurity.com
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