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Cybersecurity D ATA S H E E T

Ensuring you gain the most value from your Fidelis investment

Our Offerings e How to Conduct Investigations and Hunt for Threats with Fidelis

Endpoint and Network
Fidelis provides multiple training options, courses, and resources to

meet your needs. Fidelis customers have the option of taking online, e Advanced Deep Session Inspection Rule Writing for Fidelis
self-paced training, as well as live, remote or in-person training, Network

with different level courses designed to ensure you get the most
value out of your Fidelis products. Whether you're a new user or an
experienced power user, Fidelis Cybersecurity University (FCU) has
a course for you, including:

We are constantly developing new courses based on your feedback

and the evolving security landscape. In addition to your classroom

work, FCU provides a certificate of completion, access to course

updates and changes, virtual lab environments to cement your

e Overview Administrator and Usage courses for Fidelis Network, learning, and access to educational webinars and on-demand
Endpoint and Deception product demonstrations.

Core Courses

Each core course is available as self-paced online via the Fidelis Learning Management System, or instructor-led (online or onsite). If
necessary, a self-directed one day lab environment is included with each of these courses.
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. ¢ DECEPTION®
NETWORK ENDPOINT
Network Core Endpoint Core Deception Core
v Gain an understanding of the v Gain an understanding of the v Understand how to gain visibility
technology, architecture and Fidelis Endpoint architecture. and analyze your cyber terrain.
unique capabilities such as Deep ) )
) . v Learn about endpoint behavior v Learn how to create and deploy
Session Inspection. o i
monitoring and alert creation, and decoys and breadcrumbs.
v Learn how to navigate the user how to view and manage alerts.

v Gain an understanding of how to
v Learn how to take action on view and understand alerts.
suspicious behaviors through
the use of threat intelligence and
scripts.

interface, read and create alerts
as well as policies that allow you
to monitor and control what takes
place in your environment.

v Understand how to work with
the rich, indexable metadata that
is collected, how to search and
filter data, and how to interpret
the metadata to create rules to
enhance the security of your
network.

v Understand how agents are
deployed onto endpoints, and
how to manage user access and
permissions.

www.fidelissecurity.com



Core Courses Cont.

Network Basic
Rule Writing

v This course is being developed,

but when available will provide
students with the training to write
rules in Fidelis Network based on
use cases.

Endpoint Basic
Rule Writing

This half-day course is led by an
instructor, who teaches students
the basics of how scripts work in
Fidelis Endpoint, including where
they are stored, how they function
and how they relate to playbooks
and tasks.

Endpoint Basic
Threat Bridge

This half-day course is led by an
instructor, who teaches students
the basics of how Threat Bridge
works in Fidelis Endpoint.
Students will participate in
practical labs to create and edit
custom Threat Bridge intelligence
feeds and import existing feeds
such as Threat Connect.

Intermediate Courses

Intermediate level courses are available as self-paced online via the Fidelis Learning Management System, or instructor-led (online or
onsite). If necessary, a self-directed one day lab environment is included with each of these courses.

Network Investigations
and Threat Hunting

Endpoint Investigations
and Threat Hunting

Deep Session Inspection
Advanced Rule Writing

v Designed as the next step after v Designed as the next step after v This instructor-led course

taking the Network Core course,
this shows analysts through
lecture, use cases and practical
labs how to use Fidelis Network.
This course includes instruction
on alert triage, querying
metadata, understanding analytic
rules, hunting for threats, writing

taking the Endpoint Core course,
this shows analysts through
lecture, use cases and practical
labs how to use Fidelis Endpoint.
This course includes instruction
on alert triage, behavior rule
writing and modification, hunting
for threats, understanding

provides students with the
knowledge to write advanced
Deep Session Inspection rules
in Fidelis Network. This course
includes lecture and practical
exercises on areas, such as
fingerprints, rule expression,
whitelisting and analytical rules.

rules, and concludes with a
capstone exercise.

of Fidelis Threat Bridge, and
concludes with a capstone
exercise.
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Contact Us Today to Learn More
Fidelis Cybersecurity | 800.652.4020 | info@fidelissecurity.com

Fidelis Cybersecurity is a leading provider of threat detection, hunting and response solutions. Fidelis combats the full spectrum of cyber-
crime, data theft and espionage by providing full visibility across hybrid cloud / on-prem environments, automating threat and data theft
detection, empowering threat hunting and optimizing incident response with context, speed and accuracy. Fidelis is trusted by Global 1000s
and Governments as their last line of defense. Get in the hunt. For more information go to www.fidelissecurity.com.
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